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Abstract— Wireless Sensor Network is a network consisting of tiny and limited power sensor nodes 
communicate wirelessly and being deployed at any random places. The unique feature of Wireless Sensor 
Networks that enable continuous data collection and monitoring has accelerate the development of sensor 
network related applications ranging from non-sensitive to highly sensitive data applications. However, due to 
its ability to work without human intervention, the sensor nodes are susceptible to clone nodes types of attacks. 
These will then leads to worst consequences which is false message. Therefore secure communication is no 
more enough in Wireless Sensor Network Environment. This paper present a rigorous research work in the 
development of a lightweight trusted authentication protocol for wireless embedded devices in the Wireless 
Sensor Networks environment. The term trust in this research work is based on trusted Computing Group 
definition and therefore the development start from the sensor node. Following that, a remote attestation 
protocol name as IBE_Trust is presented and analyzed. Acknowledging the energy constraint faced by the 
target devices, analysis on the power consumption is conducted to ensure its feasibility. Finally, this paper 
suggests the application in e-health mobile device authentication for wireless sensor network. By integrating 
the trusted authentication protocol in mobile health monitoring system, it will propose a great assistance in 
patient-doctor interaction since it is required to protect the security of the data network. 
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1 Introduction 
Securing the network of wireless sensors is no more a 
secondary issues. The security aspects such as data 
confidentiality, node authenticity and integrity should 
be considered at the very beginning of the designing 
stage. Several papers have discussed on the important 
of securing the sensor networks by discussing the 
vulnerabilities and attack on WSNs [2][3]. However, 
with the nature of wireless sensor nodes that are 
mostly left unattended for a period of time, 
confirming valid sensor nodes or trusted node in the 
network is another important issue to be considered.   

According to Trusted Computing Group  
(TCG) [1], attestation is the core function of trusted 
computing platforms. It is a method whereby attester 
authenticates the properties of a target by providing 
evidence of the integrity of its hardware or software or 
both over the network. Integrity Measurement 
Architecture (IMA) and remote attestation protocol 
are two major components of the architecture of 
remote attestation. The former is used to guarantee 
integrity, to ensure the system was not tampered with 
since it was last turned off and also to confirm the 
execution of programs will not be tampered with. 

While the latter, is to ascertain the identity of a remote 
party or program. 

However, in merging attestation into WSNs 
related applications to form a trusted platform of 
WSNs, energy and computation capability are issues 
that need to be considered due to the constrained in 
power[4] of the sensor node. To solve this problem 
without compromising the security, IBE-Trust [5] is 
proposed and the performance of cryptography 
processes and communication are measured and 
analyze.  

IBE [6] was designed by Shamir to overcome 
some of the problems in conventional Public Key 
Infrastructure (PKI). It removes the need for third 
party certificate issuance to obtain recipient’s public 
key by only using recipient’s unique identity (ID) 
(e.g. an email address) to generate private key and 
encrypt message for the given entities [7]. Only 
legitimate entities can then decode the message.  
Furthermore, the use of Elliptic Curve Cryptography 
algorithm in IBE gives extra advantage in reducing 
the computational cost which is due to shorter ECC 
key size as compared to RSA [8][9][10].  It is also can 
be considered as efficient authentication protocol as 
discussed by Moises Salinas in his paper [11]. 
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IBE_Trust is basically a modified version of IBE 
protocol that is used by base station and sensor nodes 
in the attestation process. A node is considered as 
trusted when it successfully boot-up and pass the 
authentication process with the base station. In order 
to use the word Trust, the development of the protocol 
has comply with the TCG specifications of the trusted 
platform. Referring to Fig. 1, the process started with 
the boot-up of the sensor node followed by the 
IBE_Trust protocol. A secure boot process design in 
the trusted platform will measure the integrity of the 
software images in the sensor node and if pass, will 
generate a unique management value for the sensor 
node to authenticate with the base station using 
IBE_Trust protocol. This process will help the devices 
to detect malicious codes installed in it. By using a 
formal analysis software, AVISPA [11], IBE_Trust 
was proven to be secured from attacks such as node 
impersonation. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
This paper presents the implementation of 

IBE_Trust protocol on real world implementation and 
analyzes its performance comprehensively. The layout 
of this paper is outlined as follow: Section II presents 
the related works to this paper which are secure boot 
process and IBE-Trust, the following Section III 
explains the methodology and presents the overall 
experimental test bed set up for the protocol, Section 
IV presents the performance results and analysis, 
finally in Section V and VI state the conclusion and 
future work that can be expand from this research. 

 
 

2 Trusted Sensor Node 
As presented in Fig. 1, the development of a Trusted 
Sensor Node comprises of two main stages which are 
the trusted platform and the authentication protocol. 
 
 
2.1 Trusted Platform 
The underlying principle of a trusted computing 
system is the assurance that it boots and executes the 

only authenticated or genuine code. Thus, secure boot 
process is a must in accomplishing a trusted system 
environment. By sealing a chain of trust, each 
component of hardware and software is validated 
from the lowest layer to the upper layer. The detail of 
the secure boot process is discussed in Adnan et. al. 
[12] paper where ARM11 32 bit processor with on-
SoC memory and TrustZone is used in the 
development. The chain of trust begins from Level 0 
(L0) at 1st boot loader until Level 2 (L2) at operating 
system (OS) layer. Fig. 2 illustrated the flow of secure 
boot process. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The outcome from the secure boot process is a 

unique value identifying the node which is later used 
as node’s identity. This value is almost impossible to 
be regenerated by any other nodes and therefore has 
significantly reduced the possibility of having a 
masquerade node in the network and subsequently 
prevents the development of exactly the same sensor 
node in the node cloning attack. The idea of 
integrating certain component’s serial number in the 
generation of node’s identity comes from the 
biometric concepts where the uniqueness of human 
comes from its physical features. 

 
 

2.2 Authentication Protocol - IBE-Trust 
IBE-Trust is an identity-based attestation protocol that 
confirms data confidentiality, integrity and 
authenticity. The protocol will verify that a sender is a 
trusted node and behave in the expected manner in the 
network. This protocol comprises of two compulsory 
stages which are pre-deployment and deployment. 
Pre-deployment Stage:  

Pre-deployment is conducted off-line with the 
intention to prepare sensor nodes with enough 
information for secure and trusted communication 
upon joining the network. It’s basically consisting of 
secure boot process that generates node’s identity and 
trust value and identity base process that generate 
global system parameters and public key. This 

Figure 1. Process flow of trusted sensor node. 

Figure 2. Secure boot process. 
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information is stored in every sensor node prior to 
joining the network. 
Deployment Stage: 

In the deployment stage, the sensor node will again 
reboot to generate its trust value as well as generating 
nonce. The trust value and the nonce are encrypted 
with base station public key to prevent the 
information being exposed. Next, sensor node sends 
the encrypted value with its ID to the base station for 
attestation process. Upon receiving the message from 
the sensor node, the base station will firstly verify the 
sensor node unique identity with the trust list given at 
the pre-deployment stage. Packet will immediately be 
discarded for invalid or unknown identity.   

For valid identity, the base station then, decrypts 
the cipher text, and verifies the received trust value 
with the one existed in the trust list. Again, if the trust 
value is not valid, the packet will be discarded.  

Finally, the base station responds to the sensor 
node to inform that authentication is successfully 
completed by generating a new nonce based on the 
nonce that it received earlier from sensor node. Once 
the new sensor node passes the attestation, the base 
station sends the sensor node identity to member in 
the group. The members in the group do not need to 
re-authenticate or attest this newly joining node as it’s 
has been done by base station.  

Due to availability of trust list in each sensor, 
subsequent communications between sensors are very 
much simplified. Receiving sensor node will 
authenticate the sender based on the sender ID and 
upon success, the receiver will locally generate 
session key using pre-installed key derivation 
function (KDF) and random nonce value, and this is 
sent together with the authentication message.  To 
utilized common parameters installed in the sensor 
node at pre-deployment stage, the Authenticate Key 
Exchange (AKE) protocol is proposed to be used in 
subsequent communications between sensor nodes in 
the network. The generation of the session key 
between Node A and B that utilized symmetric 
bilinear pairings is explained in the following 
paragraph.  The steps involved are: 
 
Node A:Picks random number rZq, computes 

 
R= rQA     (1) 

 
where QA is public key of node A. Z is set of natural 
numbers while q denotes prime order. Therefore Zq = 
{0,1,…….q-1}. Node A will then send R value sized 
64 bytes to node B over public channel. Following 
that, Node A then computes the shared secret as:   

 
KAB = e((r+h)SA,QB)    (2) 

Where e is bilinear map, SA is the private key of node 
A that is securely kept in the On-SoC ROM, QB is 
public key of Node B and finally h that is computes 
by both parties is define in eq. (3). H1 and H2 are hash 
algorithms installed in the sensor node in the pre-
deployment stage. 

 
h = H2(R, IDA||IDB)    (3) 

 
Node B then, computes shared secret as: 

 
KBA = e(R + hQA, SB)    (4) 

 
Finally the session key computed by A is κ(KAB) and 
by B as κ(KBA) where κ is key derivation function. 
The idea towards this implementation is adopted 
from ID-based one-pass AKE technique [14] and the 
only difference is in the authentication value where, 
in [14] authentication is performed using sender 
public key while here it is performed using sender 
ID. Other issues regarding key distribution 
techniques and optimize routing protocol in WSN are 
discussed by Wangke Yu and Jasmine Norman in 
[15] and [16] respectively. 

Finally, total transmission data sizes from sensor 
node to base station, during online stage are 280 bytes 
of payload. The 280 bytes of payload consisted of 3 
bytes of sensor node’s ID, 259 bytes of key file and 
18 bytes of chipertext. While total transmission data 
size from base station to sensor node are 2 bytes 
payload of nonce. 
 
 

3 Experiment & Test Bed Result 
Following section briefly discuss on the test bed set 
up in the laboratory. The test bed was set up to enable 
real-time analysis on the IBE_Trust protocol.  
 
 
3.1 Test Bed Set-up 
Each two XBee 802.15.4 transceiver is connecting 
with two HP workstations acting as a sensor node and 
a base station. Serial port programming written in 
C++ language is used to write and read message from 
XBee. IBE_Trust program is executed in base station 
to generate global parameters, master key and private 
key. 

The clock function determines the processing time 
in CLOCKS_PER_SEC. It is then used to measure the 
energy for each process. Eq. 5 shows the relationship 
between volt (V), current (I), time (t) and energy (E). 
Volt (V) and current (I) can be found at XBee Series I 
specification. Table I shows the specifications of 
XBee transceiver 802.15.4 [15]. 
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E=V*I*t                                                             (5)  
 

TABLE 1: SPECIFICATION OF ZIGBEE 

TRANSCEIVER 
RF Data Rate 250 Kbps 
Interface Data Rate Up to 115.2 Kbps 
Transmit Current 35 mA @ 3.3VDC 
Receive Current 50 mA @ 3.3VDC 
 
3.2 Energy Analysis on Encryption and 
Decryption Process 
Figure 3 presents the details on the encryption and 
decryption process. With the data size more than 41% 
compared to encryption, decryption process as 
predicted consume higher energy compared to 
encryption. However, the energy is 68% higher than 
encryption process and 27% more than the 
percentage of data. This shows that, decryption 
process utilizes more energy as compared to 
encryption process. However, in this implementation, 
it (decryption process) does not affect sensor node’s 
life time as it is performed by base station that is 
assume to have better processing capability with no 
constraint in power. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
3.3 Energy Energy analysis during 
communication 
As mentioned earlier in Section II B, the sensor node 
transmits 280 bytes of payload to base station, while, 
the base station transmits 2 bytes of payload to the 
sensor node. For X-Bee Series 1 with 64-bit 
addressing [19], node is capable to send up to 100 
bytes of payload and 25 bytes of header. Hence, the 
total size of data transmission from sensor to base 
station is 355 bytes, and 27 bytes from base station to 
sensor node. 

XBee transceiver takes around 0.1985 seconds to 
transmit 355 bytes of data from sensor node to base 

station or 8.072μWs for a bit. However, it takes 
around 6.5 times longer to receive the same amount of 
data which is close to 58.616μWs per bit. Figure 4 
presents the energy distribution for communication 
between sensor node and base station during the on-
line stage of IBE_Trust protocol. It is clear that total 
energy used by sensor node is 27% lower as 
compared to the total energy used at the base station. 
This indirectly shows the practicality of IBE_Trust 
protocol for sensor node. 

 
 
 
 
 
 
 
 
 

 
 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
Further, Figure 5 shows the decomposition of 

energy for IBE_Trust protocol, where cryptography 
processes which are encryption and decryption utilize 
most of the energy. Therefore, the design of 
IBE_Trust protocol tries to minimize the 
cryptography process at the sensor node especially. 
Few other papers [8][20][21] that discussed on 
performance of wireless sensor nodes also showed 
that public key cryptosystem overshadows other 
processes in term of energy consumption. 

 
 

4 Performance Analysis 
This section discuss the performance of IBE_Trust 
protocol by means of comparison with other closely 
related work. The analysis however focuses only on 

Figure 3. Data Size (KB), Execution Time (ms) and 
Energy Utilization (W) during Encryption and 

Decryption of IBE-Trust. 

Figure 4. Energy distribution for communication 
between sensor node and base station. 

Figure 5. Decomposition of energy for IBE_Trust 
protocol 
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energy consumption during transmitting and 
receiving.  

In [8] , the authors stated that RSA-1024 requires a 
client to transmit 490 bytes of payload and a server to 
transmit 314 bytes of payload. Considering XBee 
802.15.4 specifications [22] that allows up to 100 
bytes payload at one time, RSA-1024 requires 5 
packets of data client to server and 4 packets from 
server to client. Total number of packet that is 
required for RSA authentication is 9. ECC-160, client 
and server transmit 138 bytes of payload each, which 
add up to 4 packets of data. Finally, IBE-Trust 
attestation needs 3 packets from node to base station 
and 1 packet in the opposite way. 

Figure 6 shows the comparison between RSA, 
ECC and IBE_Trust protocol concentrating on the 
number of packets (converted into energy) involve in 
the communication. It shows that the performance of 
IBE_Trust in term of total energy consumption during 
the communication is almost comparable with ECC 
protocol. RSA protocol as predicted consumed the 
highest energy due to the large key size.  ECC on the 
other hand, utilize lowest energy during the 
transmission because this protocol does not require 
pairing algorithm, whereas IBE_Trust needs Tate 
pairing to successfully compute. However, at 
receiving, IBE_Trust used lowest power as sensor 
node only needs to receive 2 bytes of packet 
consisting nonce value from base station. ECC on the 
other hand requires 138 bytes of data for SSL 
handshake. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

5 Proposed Application 
Based on the promising results, the proposed 
technique is currently being analysed on its feasibility 
in the remote e-health communication. The work 
focused on trusted and secure communication 
between ubiquitous sensors which might be attached 

to human body or located at any electronic home 
appliances to personal devices and finally to medical 
database which is located in the hospital. A test bed 
consisting of wireless sensor nodes, smart phone and 
server is being set up in the laboratory to enable 
advance analysis on the IBE _Trust Protocol. Further 
secure communication from the smart phone to the 
medical database will be made available. Figure 7 
depicts the architecture of the test-bed. 
 
 
 

                                                        
                                                                  Medical 
  Human              Smart Phone                Database          
 

Figure 7. E-Health Test Bed 
 
 Referring to Figure 7, one main issue concerning 
the data security that arise is authentication of sensor 
node with mobile devices. The system has to ensure 
that the data received at the owner of the mobile 
device are their own data and should not be confused 
with other sensors surrounding them. The 
possibilities of having this problem will rise with the 
increased acceptance of mobile e-health related 
applications. There are lots of mobile health research 
has been initiated throughout the developing 
countries and these works have demonstrated great 
assistances in patient-doctor interaction including 
increased access to the healthcare information mostly 
in remote populations.  
 We believe that this issue should be handled by 
proper authentication of the sensor nodes. Basically 
there are several ways to authenticate the body sensor 
to the mobile device such as password, biometrical 
method and MAC address. However, works on trust 
establishment between sensor and mobile device are 
hardly found.  This work aims at enabling password-
less authentication between sensor nodes and mobile 
device for seamless operation. With this connection, 
it is now becoming more feasible than before to use 
mobile technology for medical applications. A user 
can simply connect a wireless sensor on their body to 
a mobile device in order to monitor their health data. 
This application is intended to provide a better 
personal health management and a trusted monitoring 
health system. 
 
 

Figure 6. Comparison between RSA, ECC and 
IBE_Trust protocol 

Trusted  
Communication 

Secure 
Communication 
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6 Conclusion 
This paper firstly shows the importance of having a 
trusted sensor node in the network of wireless sensor. 
It then discusses on the methods and procedures 
involve toward trusted sensor node. Acknowledging 
the constraint in power experience by almost all 
sensor nodes, the presented work is analyzed by 
means of energy to confirm its feasibility. First part of 
analysis proves the feasibility of presented work 
toward having a trusted sensor node. On the other 
hand, the second part of the analysis confirms that the 
proposed work consumed reasonable energy as 
compared to available work. The developed 
authentication protocol contributes to a new method 
in authenticating newly joining nodes in the WSNs 
environment where a unique generated value from the 
trusted platform is used to authenticate the new nodes. 
With non-regenerated unique platform identity, the 
possibility of node cloning attack by adversaries is 
almost impossible. In addition, demand for secure key 
distribution mechanism needed in PKC mechanism is 
no longer necessary due to the existence of pre-
distribution keys in the pre-deployment stage. Next, 
proposed application in the e-health authentication 
system that will integrate the wireless sensor network 
authentication with mobile device system for secured 
communication is presented and discussed.   
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