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Abstract: Rapid advancements in affordable, miniaturised air pollution sensor technologies offer the
potential to capture the high variability of personal exposure to air pollution during daily life with
unprecedented spatial and temporal resolution. However, concerns remain regarding the suitability
of these novel technologies for scientific and policy purposes due to their lack of reliability. On the
other hand, large national networks that allow for the reporting of temporal variations in pollutant
concentrations do not provide adequate spatial and temporal coverage and have very high price.
The aim of this work is the development of a common architecture of three types of highly-reliable,
portable air quality devices using low-cost sensors. The devices monitor particulate matter, differential
pressure and outdoor emissions (CO ,CO2 ,O3 and VOCs) with high reliability and at a high temporal
and spatial resolution while communicating measurements to the cloud in real time. This combination
of features makes it possible to answer new questions about the underlying causes of poor air quality,
ensure more accurate modelling and prediction at local scales, improve the ability to identify the links
between air quality and human health or environmental degradation, identify potential air pollution “hot
spots”, and enhance the ability to quantify the impacts of pollutant mitigation techniques.
The methodological approach followed in this paper is to develop at a high TRL level a flexible, modular
hardware platform, delay and fault-tolerant middleware components and data-centric cloud services that
together ensure reliability in all three places: at the sensor level, the device/edge level and at the cloud.
Furthermore, devices are remotely configurable to reduce the maintenance burden from their deployment
in real-time scenarios. To validate the usefulness of the devices in an industrial context, eighteen instances
were deployed for eighteen months in a modern dairy plant and they were successful in contributing to
checking conformance with health&safety guidelines, monitoring negative room pressure and discovering
systematic sources of pollution thus protecting the personnel and the products.

Key-Words: low-cost sensors, air quality monitoring, internet of things, raspberry pi, arduino, wireless
sensor networks, delay tolerant networking, middleware, publish/subscribe, industry

1 Introduction
Exposure to air pollution is the fifth most im-
portant cause of death in the world. According
to WHO [1, 2] air pollution causes around 4.3
million deaths per year, while an additional 2.6
million early deaths are caused by indoor air pol-
lution. Fine particles (PM2 .5 ) constitute the risk
factor associated with one of the highest burdens
of disease in the world, with more than 3.2 million
deaths and more than 76 million DALYS [3, 4],
while significant effects to health are caused by
atmospheric NO ,NO2 and O3 .

The main precursor substances in the out-
door air are particulate matter (PM) of sizes
up to 10 microns (PM10 ) and up to 2.5 mi-
crons (PM2 .5 ), black carbon, carbon monoxide

(CO), sulfur dioxide (SO2 ) and nitrogen oxides
(NO ,NO2 ). Secondary pollutants are produced
in the atmosphere as a result of complex physico-
chemical reactions, the most important of which
is ozone (O3 ) and higher nitrogen oxides (NOx )
together known as photochemical smog.

Recent developments link covid-19 to poor air
quality. The authors of [8] found that when
the daily concentration of PM2.5 rises above
50ug/m3, the number of cases doubles while [7]
reports that during long term exposure, even
1ug/m3 raise in daily concentration of PM10
leads to an 8% increase in mortality rate with 98%
confidence level. The impact of the lock down of
the COVID-19 pandemic caused the air quality in
many cities across the globe is investigated in [9].
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Le Quéré et al. [10] mentioned that although be-
fore the Covid-19 pandemic, the emissions of CO2

were increasing by about 1% in a yearly basis, the
day-to-day global CO2 releases, was decreased by
-17% (–11 to –25%) by April 2020, taking into ac-
count the emissions realised on 2019.

Indoor air is 2 to 5 and in some cases 100 times
more polluted than outdoor air. Indoor air qual-
ity is influenced both from external air pollutants
that penetrate in the building but also from in-
ternal sources. Several volatile compounds such
as formaldehyde or other VOCs are emitted by
building materials, paints, furniture, and clean-
ing products. Carbon monoxide, PM and black
carbon can be produced from internal sources, i.e.
burning of oil or solid fuels [5], whereas humidity
and bad ventilation may produce molds, microor-
ganism growths and release of toxic gases. Under
the protective enclosure of the building envelope,
pollutants mix and interact or grow (when con-
sidering microbes). The above issues make reli-
able measurement and control of air pollution a
priority in the policy making agenda.

Although atmospheric air pollution consti-
tutes an important public health hazard and
raises the need for monitoring, there is a dearth
of measurements due to the high cost of stan-
dard reference instruments. Large national net-
works allow for the reporting of temporal vari-
ations in pollutant concentrations however they
do not provide neither adequate spatial coverage
nor information on citizens’ personal exposure to
pollutants, as this can vary significantly in the
micro-environments, especially in urban centers
where traffic and building central heating remain
significant pollution sources [6].

In recent years the development of low-cost
sensor technology has been a critical factor that
changed the pollution detection paradigm al-
lowing for the measurement of air pollution ad
hoc and in great spatio-temporal resolution [12],
which is required for advanced processing and an-
alytics functions, such as the estimation of aggre-
gated exposure of individuals and their children,
especially in underdeveloped areas.

Significant benefits stem from the successful
adoption of low-cost sensor technology: outdoors,
high spatio-temporal resolution is an enabler for
accurate air pollution dispersion and prediction
models, that can be exploited to produce novel
applications such as pollution free path naviga-
tion for cyclists. Indoors, it can help identify
systematic sources of pollutants, such as those
coming inside when opening windows over busy
roads. In the workplace, and especially in in-
dustry, high resolution air quality data can help

identify not only breaches in health&safety pro-
tocols, e.g., heating left switched on or doors be-
tween adjacent rooms left ajar, but also identify
equipment malfunction, e.g., ventilation not op-
erating. Such information can be invaluable for
the design and evaluation of indoor air quality
mitigation techniques, proving adherence to legis-
lation, improving citizen health and contributing
to epidemiological research in the workplace.

Furthermore, timely response and mitigation
of air quality has been proven to incur signifi-
cant savings, as in the case of on-demand ventila-
tion [23] i.e., operating building management sys-
tems as much as is necessary to restore air quality
to the desirable levels rather than applying fixed
ventilation and heating plans that are prone to
resource inefficiency. To boot, the Sick Build-
ing Syndrome (SBS), a complex situation where
people working or residing in a modern building
experience several non-specific symptoms (e.g.,
headaches, fatigue, irritated and itchy eyes, runny
nose, sore throats, rashes, etc) as a result of the
presence of indoor air pollutants, also has prob-
lematic socio-economic consequences, which, in
the USA only, are estimated at 10 to 70 billion
USD for commercial buildings, while in the Edu-
cation sector alone it costs the US economy over
6 billion a year, affecting 64 million teachers;

However, the suitability of low-cost measure-
ment devices for reliable air quality sensing de-
vices at a high TRL level is a contentious point:

Issue 1: the exploitation of low-cost sen-
sors requires specialised knowledge about sens-
ing principles, careful design of electronics, cali-
bration in the laboratory and in the field, com-
plex processing, monitoring and adaptive control,
issues that hinder their adoption and their po-
tential impact. Hence, only a limited number of
works has been able to exploit this technology.

Issue 2: the great degree of heterogeneity
(e.g., metal-oxide, electro-chemical, photoionisa-
tion, optical, analogue, digital sensors) and lack
of standardisation (e.g., UART, SPI, I2C and
4 − 20mA interface adaptors) makes it hard to
create a common architecture that will suit every
single low-cost sensing technology. As a conse-
quence, the hardware configurations of the exist-
ing systems with real-time fine-grained air pol-
lution information are usually fixed according to
the applications (i.e., without any flexible modu-
larity feature). It is very difficult or even impossi-
ble to modify or expand their sensing capabilities,
or perform system upgrade and evolution.

Issue 3: an infrastructure to host real-time
data needs to be provided addressing also the case
where sensors operate in hardened environment
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where there is disrupted or total lack of inter-
net connectivity or other fault or failure. None
of the existing systems have dealt with the issue
of practical issues in real-life deployment scenar-
ios when thousands of sensor nodes will be de-
ployed in the field. For example, to ensure seam-
less delay-tolerant operation in critical environ-
ments, optimum performance, maintenance on
sensor nodes such as calibrating sensors, replac-
ing components, etc., which are time-consuming
and labor-intensive, are not negligible. Systems
that are easy to maintain can dramatically reduce
these costs.

1.1 Aims & Objectives
The aim of this work is to report on the learnings
and best practices from developing three novel
types of reliable air quality low-cost measurement
devices for the workplace: particulate matter, dif-
ferential pressure, indoor gases. It also has the
following objectives:

Objective 1: Reliability enhancement in
three levels: sensor, device/edge and cloud.

At the sensor level, the above devices inte-
grate pre-calibrated sensors that have been cer-
tified by their individual providers, thus allowing
for the measurements produced by the device to
be considered certified. Here the manufacturers,
by means of low-noise electronics and good design
of both the sensors and their electrodes, achieve
parts-per-billion (ppb, 10−9) level sensitivity in
laboratory conditions [14]. Furthermore, by cal-
ibrating the sensors, both external interference
and cross-correlation issues were removed achiev-
ing a very small deviation with respect to the ref-
erence device [16, 14]. In this work, temperature
and humidity sensors have been added to the sen-
sor boards and compensation takes place in the
embedded software for the case of CO,O3, V OC
using the provided calibration sheets. As a tem-
perature sensor is already embedded in the PM
sensor used in this work, the values reported are
affected by the sensor enclosure and are gener-
ally higher than the ambient temperature. In this
case, a correction is done manually in the software
using a reference thermometer and the values are
used indicatively. In this work, for analogue sen-
sors, high-accuracy, high gain ADC components
have been integrated to provide accurate digitised
information at high resolution.

Objective 2: Flexibiliy at the device platform
level by developing two different modular architec-
tures, each accommodating a multitude of sensors
for the workplace and industry.

Novel middleware components were developed
that make the devices remotely configurable while

leveraging stream processing and store&forward
techniques for the real-time management of the
large amounts of sensor data and notifications
that are generated. This is particularly important
when raw data contains information than can be
used to identify transient sources of pollution e.g.,
a cloud of dust produced by a passing vehicle or a
cleaning process in the adjacent production room.

Objective 3: Scalability at the cloud level
by developing an open cloud analytics and device
configuration service.

With sampling rates ranging from 1/10sec
(0, 1Hz) to 1/sec (1Hz) generating on average
< 25MB of data per air quality sensing device
per month, raw data from different sources needs
to be integrated or compared to each other to
provide rich context and enable decision making.
An open-source secure ftp server based on the
NetFTP project together with a python middle-
ware service was also developed to accommodate
cvs data sources of given format to the cloud.

The rest of this paper is structured as follows:
Section 2 reports on related work while Section 3
discusses key technologies used as background for
this work. Section 4 presents the methodology
that was adopted in order to develop the new de-
vices. More specifically, middleware aspects are
presented in Section 5 while Section 6 explains
how the end devices were tested and validated.
Next, Section 7 introduces the applications in
the workplace where it makes sense to deploy the
devices and Section 8 discsusses selected results
from deploying eighteen devices in an industrial
scope. Section 9 concludes.

2 Related work
The plausibility of data from networks of low-

cost measurement devices is a contentious point;
although low cost sensors are commercially avail-
able for a large range of air pollutants, they have
either been designed to measure concentrations 2
to 3 times higher than the ones that typically
exist in the atmosphere and building interiors,
or, they suffer in the field from temperature and
humidity interference, and baseline drift, which
is partly due to the deterioration of the sensing
surface [15, 14]. To boot, NO and NO2 sensors
exhibit cross-correlation towards O3 [15]. One
manufacturer demonstrated that by using cal-
ibration models [16] both external interference
and cross-correlation issues were removed from
the Oz-47 e2V sensor achieving a very small de-
viation (< 5%) in O3 measurement with respect
to the reference device while a similar approach
is mentioned by Mead et al [14] for the next-
generation sensors of Alphasense Ltd. The work
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of [17] showed the possibility of compliance with
the data quality objectives (DQO) defined by the
European Air Quality Directive (2008/50/EC)
for indicative measurements using calibration.

Most of the works reported in the literature
have deployed low-cost-sensor devices outdoors,
mostly in urban settings where there is significant
pollution. Some of these works have used station-
ary networks (e.g., [24]) while many have investi-
gated mobile ones, i.e., portable devices mounted
on buses or trucks. Our work is one of the few
that focuses mainly on indoor air and especially
in an industrial setting. The work of [25] eval-
uated vehicle in-cabin air pollutant exposures in
a highway and tunnel setting; it showed on av-
erage in-cabin exposure to particle number and
PM10 for the open windows condition was seven
times greater when compared to closed windows
and air conditioning on. Most mobile air qual-
ity monitoring studies to date have been rela-
tively short-term campaigns and provide insuffi-
cient repetitive frequency to reveal long-term spa-
tial air quality trends in a city [27]. Apte et al [28]
conducted one of the first long-term mobile air
quality monitoring studies with a routine fleet of
vehicles. Their study used high-quality reference
PM air quality monitors on Google Street View
cars to repeatedly sample every street in Oakland,
CA, over the course of a year.

On the other end of the spectrum of air quality
monitors, the use of low-cost monitors (costing
less than USD $3000) is increasing [29, 30, 31],
and several community-based mobile monitoring
studies have used these low-cost instruments [42,
33]. Mahajan and Kumar (2020) [34] have eval-
uated the use of low-cost sensors for quantifying
personal exposure. Anjomshoaa et al [35] com-
pared the utility scheduled vehicles, such as trash-
trucks, with non-scheduled vehicles, such as taxis,
as urban air quality sensing platforms in cities.
The authors of [36] deployed two low-cost opti-
cal particle counters on trash-trucks in the city of
Cambridge, MA in order to identify PM2 .5 hot-
spots.

A method using raw aerosol size distribu-
tions from multiple, surface-based low-cost par-
ticle counters deployed in Nairobi combined with
satellite imaging allows for the derivation of sur-
face aerosol concentrations for particles as small
as 0.1 µm in diameter [37]. The work of [39] re-
ports on changes in nitrogen dioxide emissions
over Greece due to the lockdown. Unfortunately,
this approach is not directly applicable to indoor
air quality monitoring.

Previous research has successfully constructed
some monitoring systems that provide real-time

micro-level air pollution information, flexible
data access, and user-friendly data visualization
by utilizing the low-cost sensors and WSNs to-
gether with mobile web apps. Systems proposed
in [40, 41, 42, 43] were mainly focused on the
system architecture and implementation. An ur-
ban scale wireless networking testbed was pro-
posed and implemented in [41] based on 100 Wi-
Fi enabled Linux PCs equipped with a set of
low-cost sensors, mounted on the streetlight poles
and powered by electrical grid. In [43], a real-
time air monitoring system was proposed and
implemented by utilizing the stationary low-cost
sensors, powered by solar panels, and the Gen-
eral Packet Radio Service (GPRS) wireless link.
In [42], a handheld sensor node with six envi-
ronmental sensors was implemented. This sen-
sor node was able to transmit data tagged with
Global Positioning System (GPS) information to
user’s smartphone through Bluetooth or directly
upload the data to a server through GPRS or
802.15.4 radio. In [40], a NoSQL database was
chosen for the backend server considering the
need for storing the time sensory data at any time
from many sources. All of these systems are able
to provide fine-grained air pollution information
through mobile apps in real-time.

A neural network structure was proposed and
implemented in [44] to improve the data quality
of the acquired pollution data by considering the
relationship between the pollution data and the
ambient conditions. The GasMobile [45] system
achieved high data accuracy by calibrating the
low-cost sensors from time to time with the col-
located conventional monitoring stations. Three
novel techniques (i.e., a temporal n-gram aug-
mented Bayesian room localization method; an
air exchange rate based indoor air quality sens-
ing method; and a zone-based proximity detec-
tion method for collaborative sensing) were pro-
posed and implemented to improve the data ac-
curacy and energy efficiency of the Mobile Air
Quality Sensing (MAQS)[46] system. The energy
consumption of the system proposed in [47] was
optimized on sensor level, node level, and net-
work level by performing dynamic gas sampling,
people presence sensing, and nodes cooperating,
respectively. A Clustering Protocol of Air Sen-
sor (CPAS) network was proposed in [48] to im-
prove the energy efficiency, life-time, and data
rate of the network. In [49], in order to correct
the impacts of ambient conditions (i.e., temper-
ature and relative humidity) on the electrochem-
ical sensors, a multi-parameter correction algo-
rithm was adopted.

Issues and challenges like privacy problem,
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user behavior, and data visualization were stud-
ied in [50, 51, 52].

Our focus is far less on the performance of any
individual module and far more on an overall ar-
chitecture that supports the prototype, pilot, and
production stages of design, and preserves the ar-
tifacts and learnings accumulated along the way.
Reliability, delay-tolerance, real-time processing
and fault-tolerance, coupled with the Internet
of Things, are key pillars of our systematic ap-
proach. Furthermore, almost all the above works
focus on outdoor monitoring, whilst we validate
our architecture with real-data in an industrial
indoor domain that has strict requirements.

3 Background

3.1 Single-board computers (SBC)
A single-board computer is a complete com-
puter built on a single circuit board, with mi-
croprocessor(s), memory, input/output (I/O) and
other features required of a functional com-
puter. Single-board computers integrate some of
the most popular microprocessors and microcon-
trollers, e.g., Expressif’s esp32, esp8266, ARM
Cortex series, Atmel’s ATMega series, STMicro-
electronics’ STM32, to name a few.

3.1.1 Raspberry Pi (RPi)
The Raspberry pi 4 (RPi4) is a single board
computer with key features that include a high-
performance 64-bit quad-core processor (Broad-
com BCM2711), 4GB of RAM, dual-band 2.4/5.0
GHz wireless LAN, Bluetooth 5.0, Gigabit Eth-
ernet and USB 3.0. One disadvantage is that
its more powerful CPU and GPU consume more
power and produce more heat especially when re-
quired to run for lengthy periods. Although sub-
sequent version of firmware updates claim to re-
duce the temperature, it has not been possible
to apply them during this work, because of back-
wards compatibility with the middleware libraries
which requires a stable OS version. For this rea-
son, the RPi3 was used instead in some cases.

Another disadvantage of the RPi4 is that it
is more expensive than previous models (€60 for
the bare 4GB version). It also consumes at a min-
imum 3A current requiring a more powerful adap-
tor, which supports a USB-C interface, rather
than the older micro-USB; Alternatively, a high
powered USB port that is capable of providing 3A
current will also work. Secure Digital, is a propri-
etary non-volatile memory card format developed
by the SD Association for use in portable devices,
such as RPI4. SD cards come in three physical

sizes and RPi4 uses the smallest one (microSD).
Since the OS is stored in an SD card, choosing a
high-quality micro-SD card (such as high-quality
Panasonic and SanDisk cards) rated at a suitable
speed and at least 8GB in size, is vital to ensur-
ing that the RPI4 runs smoothly. High quality
SD cards provide resilience to rewrites (to large
numbers of which take place during the OS up-
dates and when writing data to an embedded
database). In this work the Raspian Buster oper-
ating system version was selected as it supported
best the middleware libraries and especially Pro-
cessing 3.

3.1.2 Arduino UNO Rev 3 (ARD)

The Arduino UNO Rev 3 (ARD) is a popu-
lar micro-controller that is based on the AT-
mega328P and has 14 digital input/output pins
(of which 6 can be used as PWM outputs), 6 ana-
log inputs, a 16 MHz ceramic resonator, a USB
connection, a power jack, an ICSP header and a
reset button. In order to set it up, the ARD was
connected using a USB AB cable to the MacBook
Pro running the Arduino Studio IDE. Middleware
services targeted for the ARD were downloaded
and installed via the UART interface.

Grafana [64, 65] has a pluggable data source
model and supports many of the most popular
time series databases as well as SQL databases
like MySQL and Postgres. Each sensing device is
associated with a Grafana dashboard that pro-
vides time-series graphs of all pollutants, tem-
perature and relative humidity over a period of
time; the latter is defined by a widget on the top
right of the screen. Visual analytics are possible
by means of these dashboards. InfluxDB [66] is
a timeseries database [67], i.e, a database opti-
mized for time-stamped data communicated by
the sensing devices through the IoT architecture.

3.2 Communication protocols
For the communication between the devices and
the cloud, two different paradigms are sup-
ported in the literature: Message-oriented (pub-
lish/subscribe) and store-and-forward. The for-
mer is realised through the curl and MQTT pro-
tocols, respectively; each single measurement is
directly communicated to the cloud, subject only
to delays in the end-to-end communication path;
Although this leads to shorter response times,
MQTT has stronger security as it uses a public
key infrastructure between the device (client) and
the cloud (server). However, there is no end-to-
end reliability so some messages might be lost.
Store-and-forward methods on the other hand,
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provide delay and disruption tolerance by first ag-
gregating data locally and then checking whether
an internet connection is available in order to pro-
ceed by sending the bundles to the cloud. This
makes the response time of each measurement is
dependent on network availability. The choice
of communication paradigm depends therefore on
the requirements of the application domain re-
garding response time and data reliability as well
as the requirements of third party IOT cloud ser-
vices such as AWS and 5G infrastructure where
MQTT remains the prevailing supported proto-
col.

3.3 Interface adaptors
For the communication between the sensors and
the microprocessor or microcontroller several
communication protocols are used, out of which,
the most popular are UART, SPI and I2C.

3.3.1 Universal Asynchronous

Receiver-Transmitter (UART)
UART [53] stands for Universal Asynchronous
Receiver-Transmitter, and is also commonly
known as serial. It sends data bits one by one,
from the least significant to the most significant,
framed by start and stop bits so that precise
timing is handled by the communication chan-
nel. The electric signaling levels are handled by
a driver circuit external to the UART. Two com-
mon signal levels are RS-232 and RS-485. UART
has three modes: simplex, which only allows one
device to communicate to the other; full duplex,
which uses two lines, allowing both nodes to be
sending and receiving at the same time; semi- du-
plex, which uses a single line, with the two nodes
switching being sender or receiver. The line has
an idle of high, with a low bit signaling a start of
a message. Depending on the code set that is be-
ing used, there are five to ten bits following this,
followed by a high bit that signals the message
has ended (Figure 1).

Starting in the 2000s, most IBM PC com-
patible computers removed their external RS-232
COM ports and used USB ports that can send
data faster. For users who still need RS-232 serial
ports, external USB-to-UART bridges are now
commonly used. They combine the hardware ca-
bles and a chip to do the USB and UART conver-
sion. Cypress Semiconductor and FTDI are two
of the significant commercial suppliers of these
chips [?]. Although RS-232 ports are no longer
available to users on the outside of most com-
puters, many internal processors and micropro-
cessors have UARTs built into their chips to give
hardware designers the ability to interface with

other chips or devices that use RS-232 or RS-485
for communication.

3.3.2 Serial Peripheral Interface (SPI)
SPI ([55], [56], [57], [58], [59], [60]) is a syn-
chronous serial data protocol used by micro-
controllers for communicating with one or more
peripheral devices quickly over short distances.
With an SPI connection the micro-controller is a
master device which controls the PM sensor via
the following four lines:

• MISO (Master In Slave Out) - The Slave line
for sending data to the master

• MOSI (Master Out Slave In) - The Master
line for sending data to the peripherals

• SCK (Serial Clock) - The clock pulses which
synchronize data transmission generated by
the master

• SS (Slave Select) - the pin on each device that
the master can use to enable and disable spe-
cific devices.

The clock is controlled by the slave, and is used
as the control for when data is sent. The slave se-
lects a master using the master select lines, writ-
ing it to zero. Then, during every clock cycle, the
slave uses the MOSI line to transmit one bit to
the master, and the master uses the MISO line to
transmit one bit to the slave. When the slave is
done with the communication, it will stop using
the clock line, and deselect the master (Figure 2).

3.3.3 Inter-Integrated Circuit (I2C)

I2C [61] is a serial communication protocol that
combines the best features of SPI and UARTs.
With I2C, you can connect multiple slaves to a
single master (like SPI) and you can have multi-
ple masters controlling single, or multiple slaves.
This is really useful when you want to have more
than one micro-controller logging data to a single
memory card or displaying text to a single LCD.
Like UART communication, I2C only uses two
wires to transmit data between devices:

• SDA (Serial Data) – The line for the master
and slave to send and receive data.

• SCL (Serial Clock) – The line that carries the
clock signal.

I2C uses the clock line (SDL) to control the line,
while using the data line (SDA) to send data. The
devices use a logic zero on SCL to tell the system
that SDA has been changed. When SCL holds
logic one, SDA should stay constant. This is only
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violated for the STOP and START signals. Dur-
ing the START signal, the SCL line is at one, and
SDA transfers from one to zero. For the STOP
signal, the SCL line is at one, and SDA transfers
from zero to one (Figure 3). The START and
STOP signals are based on the clock signal.

3.4 Printed circuit board design
One of the main difficulties when designing a
Printed circuit board (PCB) is that the connec-
tions between the components and the micro-
controller cannot cross each other over a single
layer (surface). This requires a careful design
and optimisation of the layout of connections in
the available space. The free Fritzing tool offers
a validation option whereby connections are re-
deployed in different layouts, by a brute force al-
gorithm until all overlaps have been eliminated.
However, often a valid solution is not possible
and either the board needs manual redesigning or
some of the components need removing. Happily
several ARD pins have redundancy (e.g., copies of
Vcc and GND pins are located in opposite ends
of the device GPIO) in order to aid connection
routing. Another option is to outsource some con-
nections to the bottom layer of the PCB. Fritzing
only supports a two-layer PCB design while other
manufacturing tools such as Eagle allow for more
layers in between the top and the bottom. The
designer also has the option to insert fixed con-
nectors, as proxies for e.g., Vcc and GND , placed
strategically to the components to aid routing.

Through-hole technology [62] is a mounting
scheme used for electronic components that in-
volves the use of leads on the components that
are inserted into holes drilled in printed circuit
boards (PCB) and soldered to pads on the oppo-
site side either by manual assembly (hand place-
ment) or by the use of automated insertion mount
machines

Surface-mount technology (SMT) [63] is a
method in which the electrical components are
mounted directly onto the surface of a printed cir-
cuit board.An electrical component mounted in
this manner is referred to as a surface-mount de-
vice (SMD). In industry, this approach has largely
replaced the through-hole technology construc-
tion method of fitting components, in large part
because SMT allows for increased manufactur-
ing automation which reduces cost and improves
quality. It also allows for more components to fit
on a given area of substrate.

Flux is a chemical cleaning agent used be-
fore and during the soldering process of electronic
components onto circuit boards, both in manual
hand soldering as well as the different automated

processes used by PCB contract manufacturers.
The main purpose of the flux is to prepare the
metal surfaces for soldering by cleaning and re-
moving any oxides and impurities. Oxides are
formed when metal is exposed to air and may pre-
vent the formation of good solder joints. The flux
also protects the metal surfaces from re-oxidation
during soldering and helps the soldering process
by altering the surface tension of the molten sol-
der.

3.5 Wireless Sensor Networks &
Middleware

Pressure sensors convert input pressures to elec-
trical outputs to measure pressure, force and air-
flow. Pressure sensors provide an output based on
physical pressure input and they are categorized,
in part, by the type of pressure they measure:
gauge, differential, absolute, or vacuum gauge.

Differential pressure is the difference in pres-
sure between two pressure sources. Differential
pressure sensors are designed to simultaneously
accept two independent pressure sources, so they
have two pressure ports. The output is propor-
tional to the pressure difference between the two
sources. When one of these two pressure sources
is ambient pressure, this is then called gauge pres-
sure while absolute pressure is measured with re-
spect to a vacuum reference.

Five main programming logic functions are im-
plemented in the middleware aiming to address
challenges that arise at the device level:

• Data acquisition: This usually involves trans-
lating voltages to physical units by applying
one or more mathematical functions. The
output of this function a tuple, a finite, or-
dered list of raw sensor values.

• Data calibration: Transforming measure-
ments from one range to another so that their
values make sense. The output of this func-
tion is a calibrated tuple where at least some
of the original raw values were updated ac-
cording to the calibration function. This is
an optional function.

• Data merging: The output of this function is
the combination of individual calibrated tu-
ples to form a a complex tuple type such as a
list and merging of lists to form a Matrix, i.e.,
a table or a two-dimensional array-like struc-
ture in which each column contains values of
one pollutant and each row contains one set
of values from each pollutant.

• Data streaming: The management, storing
and mining of potentially infinite volumes of
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continuous data at variable rates and their
immediate processing so that temporary stor-
age of data at the device level does not fill up
the file-system. The output of this function is
a sliding window of fixed size on the previous
Matrix.

• Data communication: Methods for communi-
cating instances of Matrix data streams from
the device to the cloud over one or more
communication media; this includes store-
and-forward methods, messaging and pub-
lish/subscribe methods.

• Data high-availability: refers to Methods for
device management such as scheduled and
nonscheduled reboots and remote control.

4 Methods/Development

Having reviewed related work (Section 2) and
presented the background (Section 3), Section 4
discusses new work that was carried out in order
to develop the three novel device types. The over-
all IoT system architecture is shown in Figure 4.
It consists of hardware, embedded software and
cloud services while it allows for a secure, delay-
tolerant communication channel between the de-
vices and the platforms as well as a scalable data
storage, aggregation and visualization. Last, to
ensure greater flexibility in integration of third-
party systems, elements such as application pro-
gramming interfaces (APIs) are provided.

4.1 Reliable air quality sensing device
architecture

Three types of reliable air quality measurement
devices, Particulate Matter (PM), Differential
Pressure (DP), Air quality Outdoor Gases (AQG)
were developed as shown in Table 1 where lim-
its indoors are also mentioned where they exist.
The devices can either be deployed in a network
structure providing a holistic solution where this
is desirable, for example to comply with work-
space regulation or ISO standards. They can
operate in either an online mode, sending mea-
surements to the cloud for visualisation, alerts
and further analytics as shown in Figure 4 or in
an autonomous mode, storing data locally to a
database where they can be retrieved through a
USB interface using a flash drive. All devices are
suitable for both indoor and outdoor use. They
support wireless communication via WiFi and
Bluetooth 4.0 as well as Ethernet. They are pow-
ered by mains and are also portable by integrating
a power-bank which lasts for approximately 24

Table 1: Device air quality sensor specification
Device Sensor Range limit

PM PM1 0.38 to 1 ug/m3 na
PM PM2.5 0.38 to 2.5 ug/m3 25 ug/m3 1

PM PM10 0.38 to 40 ug/m3 40 ug/m3 2

DP DP. -125 to 125 Pa n/a
AQG CO 1 ppb to 50 ppm na
AQG CO2 0 ppm to 5000 ppm 1000 ppm
AQG O3 0 ppb to 20 ppm na
AQG V OC 1 ppb to 50 ppm na
AQG NO2 0 ppb to 20 ppm na

Table 2: Temperature sensor specification

Device Name Range (T°C) Accuracy

TH -40°C to 125°C 1°C
PM -10°C to 50°C 2°C
DP -40°C to +85°C 3°C

AQG -30°C to 50°C 0.3 °C3 to 2°C

Table 3: Humidity sensor specification

Device Name Range (RH%)

TH 10 to 90%

PM 0 to 95%

DP 40°C dew point

hours before requiring re-charging. They can be
accessed and controlled remotely through an em-
bedded TeamViewer micro-server. Temperature
and humidity sensors are included in all devices
and the specifications are shown in Table 2 and
Table 3.

The overall system comprises two types of re-
liable sensing device architectures:

• Store-and-Forward (S&F) Architecture

• Publish/Subscribe (P/S) Architecture

The P/S architecture (Figure 6) is suitable for
outdoor gas sensors, such as those found in urban
(NO ,NO2 ,O3 ,VOC , industrial, (SO2 , HC4 ) and
agricultural environments (NH3 ). It is a plug-
and-play architecture where existing sensors can
be replaced by other electro-chemical or metal-
oxide, three electrode sensors with minor adapta-
tion in the software. The S&F architecture (Fig-
ure 5), on the other hand, is more generic and
can accommodate a more diverse set of sensors,
i.e., differential pressure, particulate matter, hy-
drogen peroxide (H2O2 ). It is an extensible ar-
chitecture that can accommodate any sensor by
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modifying only the data collection and data cali-
bration software functions and creating a custom
sensor board that integrates the electronic com-
ponents that drive the sensors as well as a con-
nection interface to each sensor.

To set up the RPi4, a Mac Book Pro (late
2015) was used running Mac OS Yosemite. A
Raspian Buster image was first downloaded from
the Raspberry Pi foundation and was next down-
loaded onto the SD card using the Balena Etcher
application. Using a configuration script, param-
eters that enable the appropriate communication
interfaces (I2C, SPI) were set, middleware ser-
vices and their software dependencies were ini-
tialised, and WiFi passwords on all known net-
works were added. This configuration method
was preferred to making a bootable clone of a
working installation with the required software
pre-installed as it was not successful. One pos-
sible reason for this was the fact that OS parti-
tions expand in the SD card so cloning them even
for identical devices is not straightforward. Once
RPi4 is up and running it is added to the admin-
istrator’s TeamViewer account and it is secured
by a password.

An open cloud analytics service was developed
based on the Grafana visualisation platform. Un-
derpining grafana cloud is an InfluxDB timeseries
database. Furthermore, an open-source secure
ftp server based on the NetFTP project together
with a python middleware service were also de-
veloped. The service, that runs once every hour,
first converts csv files to the correct line-protocol
format that is required by InfluxDB and then im-
ports the converted file into the database so that
the data appears in Grafana and can be easily
visualised and analysed.

4.2 Store&Forward architecture
The micro-processor is an RPi4 with an exter-
nal 32GB flash memory card where a mySQL
database is installed along with Rasbian Buster.
The microprocessor is the Arduino Uno Rev 3.
Custom sensor boards were developed for each
of the supported sensors in the form of Arduino
shields and they were integrated with the ARD
using the GPIO interface, i.e., similarly to the
RPi4 hat architecture. These boards integrate
the electronic components that drive the sensors
as well as a connection interface to each sensor.

4.3 The PM Sensing Device
The PM sensing device measures particulate mat-
ter by means of the OPC-N3 optical particle
counter. It detects the scattering light from indi-
vidual particles that are floating in an air current

when they are hit by a laser beam. Based on
the light scattering measurement the size of each
particle is calculated (which depends on the am-
plitude of the scattered light and is based on the
Mie theory) as well as their concentration.

The interface between the PM sensor and the
micro-controller (RPi4) is based on the Serial Pe-
ripheral Interface (SPI) protocol. Initialisation,
sleep intervals, laser intensity and sampling rate
are configurable via HEX commands while the
specific values depend among others on the ac-
tual concentrations in the environment.

As one of the PM sensor pins operates on 3.3V
while the ARD produces 5V , a voltage divider cir-
cuit was constructed using two resistors (R1, R2)
connected in series, with the input voltage ap-
plied across the resistor pair and the output volt-
age emerging from the connection between them
according to Equation 1.

Vout = R2/(R1 + R2) ∗ Vin (1)

Both the SPI interface and the voltage divider
were implemented as as a PCB sensor board (Fig-
ure 7).

4.3.1 The PM sensor board
Both SMT and TH technologies were investi-
gated. In order to make the board as robust
by manual assembly)and not caring yet at this
point to its being produced in mass), TH tech-
nology components were selected for the design.
Although Fritzing offers a variety of generic com-
ponent libraries, specialised components such as
the sensors used in this work do not exist in the li-
brary and had to be created. Creating a new com-
ponent is not trivial as it requires editing a series
of files including a 3D-representation of the com-
ponent. In order to avoid this process, and since
the PM sensor was to be connected to the board
indirectly, via a cable that would allow it to be
placed closer to the external air flow, the (cable)
pico-molex cable-to-board receptor was selected
instead. However, as this was only available as
an SMD component in the library and could not
be used, a screw-terminal was chosen instead.

Once the board was received by the manufac-
turers it was assembled. Each component was sol-
dered on the board using a high quality soldering
iron with a 0.64mm nose and high-quality flux.
The flux was applied according to the selective
soldering method, using precise drop jet process
and was instrumental in making the connections.

The loose ends of the molex sensor cable were
inserted in the terminal holes and secured with
screws. This ensured that the connections were
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resilient; once the board had been tested using
the process explained in Section 6.

4.4 The DP Sensing Device
The DP sensing device developed in this work,
aims to provide a solution for all three above
applications. It comprises the SDP800 highly-
sensitive CMOS MEMs differential pressure sen-
sor with a range from −125Pa to 125Pa. The
sensor is fully calibrated and temperature com-
pensated offering highest accuracy and resolu-
tion, especially at very low differential pressures
sensors.

The sensor uses a thermal mass flow sensing el-
ement based on a calorimetric measurement prin-
ciple. This sensing element is composed of two
temperature sensors and a small heating element.
The difference between the two temperature sen-
sors correlates with the mass flow passing the
chip. A differential pressure across the sensor
ports induces a tiny gas flow through the sensor,
which is measured by the sensor element. The
mass flow sensing element is integrated on a tiny
CMOS chip allowing the signal to be amplified
and digitized on chip for best performance.

The communication between the DP sensor
and the micro-processor is implemented as a I2C
connection.

4.5 The DP sensor board
Similarly to the PM sensing device, a through-
hole printed circuit board was designed for driv-
ing the DP sensor (Figure 8) and implementing
the I2C connection with the ARD. As with the
PM sensor, the DP sensor is linked to the sensor
board with a custom cable that is available by
the sensor provider. The sensor end of the cable
terminates in a molex adaptor whereas the other
end is connected to the screw terminal on the
sensor board. This allows the sensor to be placed
closer to the enclosure so that it is exposed as
much as possible to the air-flow. The DP sensor
is first inserted on a plastic adapter which has
holes for screwing it on a 3D-printed surface that
is fastened inside the enclosure while it leaves an
opening for the cable. The DP sensor also has
two input ports that together measure the differ-
ence in pressure between two points. The board
also comprises the HIH-4000 accurate analogue
temperature and relative humidity sensor. The
HIH-4000 sensor is powered by 5V while the DP
sensor is powered with 3.3V .

The board was manufactured and tested us-
ing the testing process described in Section 6
that also includes the compensation of differen-

tial pressure drop on the hose. As a result five
instances of the DP device were developed.

4.6 Publish/Subscribe Architecture
The micro-processor is an RPi3B with an exter-
nal 32GB flash memory card where a mySQL
database is installed along with Rasbian light.
The Digital Front End (DFE) is a South-
CoastScience board in the form of a RPi3B shield;
It connects to the RPi3B via the GPIO inter-
face, abiding by the hat architecture. It includes
an ADC, amplifiers, a sensitive digital temper-
ature sensor for providing compensation for the
effect of external temperature as electro-chemical
sensors come calibrated at 25C. AFE stands for
the 810-0020-00 4-Way Analog Front End; it in-
cludes amplifiers and electronics that condition
the sensor signal as well as a PT100 tempera-
ture sensor. Next, four four-electrode MOS sen-
sors are mounted on the AFE while an NDIR
CO2 sensor is connected via serial interface di-
rectly to the RPi3B; Last, the Adafruit Pi Foun-
dation 7” Touchscreen Display for Raspberry Pi
was mounted on the RPi3B to provide a graphical
interface for the device as well as a user interface
for controlling it.

4.7 The AQG Sensing Device
The AQG Sensing Device embodies this architec-
ture using sensors for CO ,CO2 ,Ox and VOC , air
pollutants that are found mostly in outdoor air.
What is special in this device, with respect to
the PM and DP ones, is its a multi-sensor na-
ture, integrating 2 MOS, one PID, and one Non-
dispersive Infrared (NDIR) sensor in one archi-
tecture. The sensors were elected for their appro-
priate working range and sensitivity:

CO A4 Carbon Monoxide 4-Electrode Sen-
sor (for concentrations between 10ppb and 2000
ppm), Ox A4 Ozone 4-Electrode Sensor (for con-
centrations between 10ppb and 50ppm), PID-AH2
VOC Sensor (for concentrations between 1ppb
to 50ppm (Isobutylene)) and an IRC-A1 Carbon
Dioxide Sensor (for concentrations between 0 to
5, 000ppm).

The CO,Ox and V OC sensors are mounted on
a 810-0020-00 4-Way Analog Front End, which al-
lows the power source and signal connections to
be easily achieved. Furthermore, the AFE en-
sures low-noise electronics and achieves the tem-
perature stability of the sensors -by means of a
simple heater drive bridge circuit - whose per-
formance is strongly dependent on the operating
temperature.

The analogue signal is processed by the DFE,
an electronic interface between electrochemical
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sensors and the RPi3B.It rejects exactly the up-
per frequency noise that typically disrupts at-
tempts to read gas MOS sensor. This digital sig-
nal was then transferred to the RPi3B, via the
GPIO interface.

The CO2 NDIR sensor is mounted on a sep-
arate transmission board that offers both a 4 −
20mA and USB outputs. The USB output is con-
nected to the USB port of RPi3B that also pow-
ers the NDIR sensor. However, the total current
that was drawn by the DFE-AFE-sensor assem-
bly and the NDIR sensor and transmission board,
was too large for the operation of the RPi3B, that
as a result showed a yellow lightning icon on the
screen. Furthermore, the NDIR sensor occasion-
ally reported too high values especially at start
up.

5 Middleware

Efficient middleware components are tailored
to the hardware architecture on which they run.
For this reason the generic middleware functions
(Section 3) were specialised per architecture and
component and were structured as a service-
oriented architecture.

5.1 Store-and-forward (Line Protocol)
The store-and-forward middleware operates on
sensor data streams, structured as csv files, for-
matted according the Line Protocol. The csv
files contain a persistent circular buffer of 4 to 8
data points that is continually updated accord-
ing to the sensor sampling rate. The size of
the window was chosen empirically in order to
be near-real-time while representing either half a
minute long or one minute long PM data time-
series. The communication of the sensor data
files to the the cloud, is structured as a ser-
vice (using Telegraph). systemd is an init sys-
tem and system manager that has widely be-
come the new standard for Linux distributions
and was utilised in this work while the system-
ctl command, is the central management tool for
controlling the init system. Furthermore, aux-
iliary services for creating and maintaining the
Line Protocol circular buffer of data are sched-
uled periodically as cron jobs in order to simulate
the stream processing behaviour. With respect to
data stream processing, no external software was
used; rather, streams were programmed manu-
ally in Processing 3.0 [69] (java), where they are
created and Python 3, where they are consumed.
The circular buffer (sliding window) is modelled
using the java.util.Table class (Processing 3.0)

Table 4: Mapping of functions to S&F services

Function Service

data acquisition 0

data merging 1

data streaming (and calibration) 2

data communication 3

data high-availability 4 to 6

and the pandas.Dataframe two-dimensional, size-
mutable, potentially heterogeneous tabular data
data-structure (Python 3.0).

The mapping of the generic functions to to
specialised middleware services is shown in Ta-
ble 4.

Service 0 runs continually on the micro-
controller: it is an embedded C script that reads
raw data-points from the sensor as these are gen-
erated. After pre-processing, it writes them to
the serial output port.

Service 1 runs continually on the micro-
processor: it is written in the Processing pro-
gramming language and it collects the sensor data
from the serial input port. Programs written in
Processing have by default an implicit event()
and drawing() loop, which continuously calls the
program’s draw() function. This has been mod-
ified as follows: Thread one (event()) continu-
ally listens to the micro-controller serial port in
order to collect each new data-point. Next it
checks its integrity by counting the number of
bytes and compares it with the specs and then
converts timestamps from millisecond accuracy to
nanosecond accuracy before it adds it to a sliding
window data-structure. Thread 2 (draw) period-
ically writes the stream from the sliding window
to the micro-processor filesystem for persistence.

Service 2 runs continually on the micro-
processor. It is is a python script that continually
tails the stream on disk and after it converts it to
the line protocol (required by InfluxDB) it writes
it to a new file. This file is overwritten at each
pass.

Service 3 runs continually on the micro-
processor as a modified Telegraph service. It first
reads the previous file from disk and next checks
whether a connection to the cloud service is avail-
able, whereby it inserts the stream in a remote
InfluxDB instance using the API. Otherwise, it
caches the stream for up to 12 hours in memory
and retries periodically. This process is config-
urable through the telegraph configuration file.

Service 4 runs continually on the micro-
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Table 5: Mapping of functions to P/S services

Function Service

data acquisition 0

data calibration 0

data merging 0

data communication 0

data high-availability 1 to 2

processor and it is an system script that coordi-
nates Services 1 to 3 through the cron scheduling
system.

Service 5 runs continually on the micro-
processor and it is an system script that peri-
odically restarts Service 3, (every 12 hours) and
also restarts the device once in 24 hours, to pre-
vent it from becoming stuck, either for lack of
connectivity or if the flash card gets full.

Service 6 runs continually on the micro-
processor and it is a remote-desktop type of ser-
vice based on an embedded TeamViewer server.

5.2 Publish-subscribe (MQTT)
The publish-subscribe middleware is service-
oriented and it operates on a data stream win-
dow of size: one vector of 5 (concurrent) data
points. With respect to the service oriented ar-
chitecture, a Linux-based operating system is re-
quired, and services are implemented as cron jobs.
They invoke either Python 3.0 scripts that each
runs in an indefinite loop or other services. Sin-
gle data-points are communicated to the cloud as
events using the MQTT (publish/subscribe) pro-
tocol and AWS cloud API. At the same time the
GMAIL API is used to dispatch notifications of
values that have exceeded a specified threshold.
An SQLite embedded database is used to store
measurements persistently. The mapping of the
generic functions to to specialised middleware ser-
vices is shown in Table 5. All services run on the
micro-processor.

Service 0 is a Python script running con-
tinually, reading raw data from the sensors,
compensating noise from the electrodes at zero
value measured and aggregating the data in a
JSON string that get’s MQTT’ed to the cloud
platform:

{”rec” : ”2018 − 08 − 31T14 : 30 : 29.668 + 03 :
00”, ”val” :
{”Ox” : {”weV ” : 0.605572, ”aeV ” :
0.554571, ”weC” : null, ”cnc” : null},
”CO” : {”weV ” : 0.095376, ”aeV ” :

Table 6: Mapping of functions to PlatformIO

Function Service number

data acquisition 0

data communication 0

data high-availability -

0.099502, ”weC” : null, ”cnc” : null},
”V OC” : {”weV ” : 0.110252, ”weC” :
null, ”cnc” : null}
}}

where (weV) stands for the working electrode and
(aeV) stands for the auxiliary electrode values of
each of the 4-electrode MOS sensors, discussed
later in the paper. The service also integrates
an MQTT client to send the data-point vector
to the AWS cloud while also logging it in the
SQLite database. Last, it calls the GMAIL API
to send alerts whenever a predefined threshold
is exceeded and to notify the user of canceling
these alerts when the values are restored below
the threshold.

Service 1 is a scheduled system script that
periodically restarts the device once in 24 hours,
to prevent it from becoming stuck, either for lack
of connectivity or if the SD card gets full.

Service 2 is a remote monitoring service
based on TeamViewer that allows remote con-
trol of the device. For reasons of security only
a remote screen is allowed so that if an external
monitor is plugged on the RPi4, it will not work.

5.3 Messaging (HTTP / PlatformIO)
A specialised version of the P/S middleware that
is appropriate for low-power embedded platforms
that do not have an operating system, such as
the popular ESP 8266 and newer ESP3210 micro-
controllers, is Messaging ; it uses the HTTP pro-
tocol to post data-points to the InfluxDB cloud
service. As a trade-off it does not offer any sup-
port for data high availability as shown in Table 6.

PlatformIO is a cross-platform, cross-
architecture, multiple framework, professional
tool for embedded systems engineers. In this
work, a native PlatformIO IDE extension for
Microsoft VSCode editor was used to program
the middleware component, that connects PM
sensor to a WiFi network and streams data
to an InfluxDB database using the provided
credentials. The wifi and InfluxDB credentials
are read from an embedded configuration file.

Service 0 runs on an embedded micro-
controller and is implemented as an Arduino
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sketch that consist of a setup() and loop() func-
tions. During the setup() function PM sensor and
the serial and WiFi interfaces are initialised while
during the loop() phase two things happen:

• Sensors are polled

• Sensor data are reported

As with the case of the P/S middleware,
first a vector (message payload) of four values
(CO2 ,PM2 .5 ,Temp,RH %) is constructed and
then, it is posted using the HTTP protocol to
the cloud where it is inserted into InfluxDB using
the API (Figure 9).

6 Testing & maintenance

A four stage testing plan was devised and car-
ried in order to test the new devices. It comprises
four phases, namely: development, staging, pro-
duction (rollout) and maintenance.

During the development phase, the sensors
were tested individually, on-site, performing the
following tests:

1. Testing the hardware architecture

2. Testing the end-to-end connectivity (device-
to-cloud)

3. Testing the effectiveness of detection in the
presense of pollutants

while during the Staging phase, in-network cali-
bration took place, i.e., making sure that differ-
ent devices measured air pollution in a consistent
way, allowing for comparability.

6.1 Development
The first two test cases are explained in detail
Section 4 for all device types. For the third test
case, the work is analysed per type of device be-
low.

6.1.1 PM sensor
Sensor-to-breadboard subsystem. The
PM sensor was connected to a breadboard by
means of a molex cable that on the sensor end
had a molex receptor and at the breadboard end,
was cut at one end to reveal the naked wires,
which were in turn inserted in the breadboard.

Next, the ARD was connected both to the
breadboard via its GPIO (and jumper wires) as
well as to a Mac Book Pro running the Arduino
Studio IDE so that the sensor output could be
were observed through the IDE’s serial monitor;
Because the wires were much thinner than the

breadboard holes, soldering was applied in the
breadboard holes using the solder tip to secure
each wire in place. Although this process caused
the plastic around the holes to melt thus creating
an ”untidy” effect, it was however necessary: the
sensor stopped communicating its output if any
of the wired connections were even a little loose.
The following behaviour was observed:

• If the Vcc pin was disconnected, the sen-
sor observed output comprised only null val-
ues and was automatically restored when the
connection was restored.

• If the GND pin was disconnected, the sensor
observed output comprised of in-valid values
such as the 255 value; it too was automat-
ically restored when the connection was re-
stored.

• Failure of one of the SPI-bus GPIO pins
caused the sensor to stop working all perma-
nently. The only way to reset it was by con-
necting it to the proprietary vendor software
interface for this sensor running on a Win-
dows 10 PC, using also the vendor-provided
USB adapter. This caused the PM sensor to
be reset and re-initialised so that it could be
re-connected to the experimental board and
continue operating.

PM Sensor board. Solder joints on assem-
bled board was tested using a multi-meter. Tiny
extensions were placed at the edge of the Vcc and
GND electrodes in order to make contact with the
solder joins. The following systematic tests were
carried out.

• Printed connections were tested by measur-
ing voltage between the two end of the con-
nection on the board.

• Voltage drop on the resistors was measured
by connecting one electrode of the multi-
meter (configured as a voltmeter) to the ARD
header pin on one end of the resistor and the
other to the opposite end of the same resistor.

• Soldered-on headers were tested by measur-
ing contact between a) the metallic ring
around the board hole where each header pin
was inserted and the inside of the respec-
tive header hole, b) the metallic ring and
the header pin. For this test the multi-meter
was configured to beep when both electrodes
measured the same voltage.

• Last, the solder joints of the pico-molex re-
ceptor was tested by the above method.
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End-to-end connectivity. The PCB was
first mounted on the ARD. Once the breadboard-
to-ARD connection was validated, the system was
connected to the RPi4 via UART to test whether
the sensor data came through to the serial inter-
face as explained earlier. Next, data collection
(S&F Service 1 ), data stream processing (S&F
Service 2 ) and communication to the cloud were
tested (S&F Service 3 ).

Despite the successful testing, in some cases
the serial connection between the RPi4 and the
ARD seemed to hang, as if it were out of sync and
only some of the 24 histogram bins that form part
of the PM sensor output were actually produced.
This was corrected by placing additional code in
the draw() function in Service 1 running on RPI4
in order to checking the number of bytes that were
submitted every second. If these where less than
the expected size, the data-point was ignored.

Effectiveness of pollutant detection.
The PM device was tested among others, in the
proximity of a kitchen while a steak was being
cooked. The result showed very quick response
time in picking up the activity, very high concen-
trations of particulate matter and a long post-
cooking poor air quality. As a consequence, the
temperature within the enclosure rises by 3-4 de-
grees °C during operation, affecting the temper-
ature sensor that is included in the device. In
one of the devices, a fan was used to lower the
temperature by a few degrees °C while the tem-
perature sensor was placed closer to the outside
air, however it was not possible to full isolate it
thermally. This was compared to having the lid of
the enclosure off and comparing the temperature
values (Figure 10).

6.1.2 DP sensor
For the case of the DP sensor, the tests for the
hardware architecture were similar to those pre-
sented for the PM Sensor.

Effectiveness of differential pressure de-
tection. According to Hagen-Poiseuille law, a
hose acts as a linear flow restrictor for air flowing
through the hose, inevitably generating a pres-
sure drop between the hose inlet and outlet (Fig-
ure 12) For long hoses (> 1 m) the pressure drop
of the hose might not be negligible any more and
needs to be compensated for an accurate differ-
ential pressure measurement using Formula 6.1.2.

dp = 2 ∗ dphose + dpsensor (2)

while the pressure drop ∆p of non-turbulent air
or gas in a long narrow hose with circular cross
section, is:

1. proportional to the Length L and flow m
(Figure 13.)

2. inversely proportional to the 4th power of the
diameter D.

A tube of diameter 6mm was procured from
which pairs of pieces of two, three and five me-
ters long respectively, were cut to be used as air
hoses at different distances from the device. The
particular diameter was chosen after testing with
2mm, 8mm and 10mm diameters and different
degrees of tube hardness; flexible tubes not only
did not fit securely on the sensor but also they
were easily bent into sharp angles, preventing air
from going through. On the other hand, rigid
tubes were not easily handled through air vents
of the enclosure or at different angles of the sen-
sor inputs. A medium flexible PVC tube that
was used as accessory for aquarium pumps was
selected that had an airtight fit with the input
port of the sensor. However, this involved first
warming up with a lighter the end of the tube to
take the shape of the connector. A version of the
sensor with tube connectors rather than manifold
connectors was chosen.

The pressure compensation formula was im-
plemented in the implementation of Service 0 for
the DP Sensor with 3m and 5m long hose, respec-
tively. To test the compensation, first, all three
devices were placed in the same location next to
each other and the measurements were compared.
All values were very close to one another, which
indicated that the drop along the hose was neg-
ligible. Next, the two devices with hoses longer
than one meter were tested first without the hose
on and then with the hose on without compensa-
tion. The measured values were practically iden-
tical. This led to the conclusion that the drop
was negligible, possibly due to the large diameter
of the hose (6mm).

6.1.3 CO and CO2 sensor
Effectiveness of pollutant detection. To
test the CO sensor, initially a mosquito repel-
lent coil was ignited that caused a peak in the
CO concentration and a slight peak in the CO
concentration. To test the CO2 sensor response
time, the author breathed periodically very close
to the sensor, which caused a significant narrow
peak > 1000ppm to the CO2 concentration. Fur-
thermore, tests took place within a room where
initially windows and doors were shut, and then
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the door was left ajar. It was observed that
CO2 concentration dropped progressively from
over 600ppm to around 350ppm where it sta-
bilised. Figure 14 shows an increase on CO2 from
repeated toasting of bread in the kitchen during
breakfast.

6.2 Staging
Five DP Devices were placed at the same loca-
tion next to each other and their measurements
in terms of differential pressure, temperature and
humidity were compared while the enclosure lid
was off, on and under different lengths of tubes
as shown in Figures 10, 11.

As can be seen from these figures, three de-
vices, that are either without enclosure (DP1 ),
or without lid (DP3 ) or without tubes (DP5 )
have most similarities in all types of measure-
ments. DP4 with 1m tubes comes closer next
while DP2 with 5m tubes has more distance than
the rest. However, the differences are still very
small around 0 .3Pa.

6.3 Rollout & Maintenance
After successful staging, fifteen PM devices and
three DP devices were constructed and tested us-
ing the above methods before being deployed in a
dairy plant in Greece that produces milk and yo-
ghurt. The results are discussed in the Section 8.

Each of the eighteen devices were added to
the author’s account in TeamViewer so that they
were accessible remotely. As long as the device
was connected to the internet a remote desk-
top was available offering full access to the mid-
dleware components as well as information on
the logfiles, the strength of the WiFi signal etc.
Whenever the internet was disrupted, the high-
availability middleware services, through sched-
uled reboots and other service restarts, con-
tributed in 99% of the cases to connectivity re-
vival. For the 1% of the cases where connectivity
was not restored, the health&safety officer went
on the field and connected with an Ethernet ca-
ble the isolated device to a laptop connected to
the Wireless Lan, thus giving the device an IP
address so that it was again remotely accessible
through TeamViewer and it could be reconfig-
ured. In two cases, the sensors stopped working
and had to be replaced. During the first year-
and-half of operation, no additional on-field cali-
bration was required.

7 Case studies
A dairy in Greece was used as a case study for the
evaluation of the devices. It consists of three pro-

duction areas: Mixing, Asceptic filling and Pack-
aging which, in terms of environmental health,
range from hygienic environments to critical en-
vironments that are highly sensitive to contam-
inants. In the former type, air quality needs to
be as good as possible while in the latter, high
volume and pressure in terms of air flow is re-
quired on top. Furthermore, the Asceptic fill-
ing area has slightly lower pressure than the sur-
rounding spaces, in order to prevent microorgan-
isms from entering. This is known as negative
pressure. Although the plant is equipped with
a modern Programmable Logic Controller (PLC)
system that undertakes the monitoring of several
parameters, it did not include sensors for partic-
ulate matter, or differential pressure, while more
dense measurements of temperature and humid-
ity were needed than were available by existing in-
dustrial sensing instruments. Because of the very
high price of the latter, it was not possible to pro-
cure any additional sensors than were included in
the initial installation of this equiopment. It was
this gap that was fulfilled by the novel devices.
After discussion with the plant stakeholders in-
cluding the health&safety team, it was decided
that the following aspects would be monitored by
means of the devices developed in this work.

1. Monitor in real-time the concentration of
PM10, PM2.5, PM1.0 in fifteen points of in-
terest in the three production areas. Three
of these locations are outdoors and twelve are
indoors.

2. Calculate mean values and respect legislation
limits

3. Real-time value of differential pressure be-
tween six points of interest in the three areas.
More specifically, it was decided to:

(a) Monitor in real-time the differential
pressure between at the center of a new
extension of the plant, adjacent to the
Mixing area and an existing ventilation
point in the Mixing area, in order to un-
derstand whether the extension was ad-
equately ventilated from this source.

(b) Monitor in real-time the negative pres-
sure in the Asceptic Filling area in order
to check conformance with the desirable
threshold (5Pa).

(c) Monitor in real-time the the change of
differential pressure between the adja-
cent Mixing and Asceptic filling areas
that is caused by the opening of a door
connecting the two.
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4. Develop visual analytics in order to discover
systematic sources of pollution.

8 Results

Eighteen sensing devices were deployed at the
dairy (shown in Figure ??). Three PM devices
were deployed outdoors, north, south and west
of the plant, respectively, and twelve indoors, in
the three distinct production areas. Furthermore,
three DP sensing devices were deployed in the
same areas.

For the monitoring of air flow, two DP sensing
devices were deployed in the Mixing area. Device
DP1 measures airflow at the end of the exten-
sion building (bottom) while Device DP2 mea-
sures flow in proximity of a sealed door that con-
nects this area with the Asceptic one. Device
DP3 monitors negative pressure in the Asceptic
area.

8.1 Real-time ambient PM
monitoring

Each PM sensing device was associated with
a Grafana dashboard that shows time-series
of three classes of particles, PM10 ,PM2 .5 and
PM1 .0 (red, orange and blue colour lines, respec-
tively in Figure 15). Temperature and humidity
are shown in separate graphs (yellow and pur-
ple, respectively). The time period of the graph
is configurable by a widget on the top right of
the dashboard. Visual analytics are possible by
means of these dashboards. Figure 15 shows
that the concentration of all particles close to the
strainer, located in the Mixing area, was unusu-
ally high between 3am and 12pm on April 15,
2020, while temperature decreased and humid-
ity increased during the night until approximately
8:30am, as was expected.

8.2 Trend and seasonality
Furthermore, the timeseries from each monitor-
ing device were decomposed using python. The
hourly mean, trend and seasonality of the mon-
itored PM1.0 data in the center of the Mixing
Area for August 2020 are shown in Figure 16 (top,
middle and bottom). Hourly mean values are nor-
mally very low, around 5 ug/m3 while they can
increase up to 20 ug/m3, which is medium, es-
pecially if the peak has small duration as shown
in this graph. There is no legislation limit for
PM1.0, yet.

A clear daily seasonality can be observed,
which makes sense for the plan operating cycle
that is higher during the day. Furthermore, an

increased trend is noted during August 3, 17, 24,
30, which happen to be Mondays, indicating that
the peak of the plan operational activity is at the
begining of the week (Monday-Wednesday). Fur-
thermore, between August 10 and 17 most of the
personnel was on summer vacation, which cor-
responds with reduced PM concentration values
observed in this period.

8.3 Real-time pressure monitoring
A timeseries of DP measurements in the Asceptic
area over 6 and a half days, from the 8/4/2020
to 14/4/2020 is shown in Figure 17. It can be
observed that between 8/4 and 10/4 at noon, the
average pressure is approximately at -5Pa, which
is the desirable value. However, from 10/4 to
14/4, the average pressure drops to -7.5Pa, which
is lower than the excpected value. Furthermore,
several peaks, e.g., on 9/4, 10/4 and 14/4 in the
afternoon, indicate some unusual activity. On the
other hand, positive peaks could be attributed to
the door connecting this area with the adjecent
area, opening for a few seconds. The 6-hour av-
erage trend is also shown in blue in this Figure.

8.4 Discovery of systematic sources of
pollution

Two examples are provided for illustration pur-
poses. In the first example, the observation that
one of the devices reported unusually high and
raising temperature led, after inspection by the
health&safety officer, to the discovery that the
air-condition in one of the production areas had
not been turned on by accident. In the second
example, the placement of neighbouring devices
in two disjoint production areas proved helpful
for determining a door that was left open by acci-
dent; this door separates the areas and as a result
a heavy steam that was generated from cleaning
a machine in one area leaked into the other. This
was observed by the obvious relationship of the
matching peaks in particulate matter concentra-
tion in the two rooms (Figures 18,19)

9 Conclusions and future work

This work proposes a systematic approach for
developing highly reliable air quality sensing de-
vices using low-cost sensor technology and IoT.
Reliability is enhanced in three locations: sen-
sor, device/edge and cloud level, by means of
novel, flexible hardware platform and delay and
fault tolerant middleware components. A scal-
able cloud service for the visualisation of the mea-
surements is also presented.
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Two versions of the hardware platform are
presented, each tailored for a different subset of
air quality sensors requirements. Similarly, the
middleware consists of three components: store-
and-forward and publish-subscribe are tailored
to the architectures presented, while HTTP-over-
platform.io is appropriate for embedded systems
(without operating system). Each middleware
component is structured as a service-oriented ar-
chitecture, comprising a set of services that im-
plement one or more of the generic middleware
functions. One of the middleware services in each
stack, is responsible for the remote reconfigurabil-
ity of the devices thus decreasing the maintenance
burden of the devices in remote and large instal-
lations.

Eighteen instances of three novel sensing de-
vice types, embody of the above hardware and
software novel components, each measuring ei-
ther particulate matter or differential pressure or
outdoor gases. Their development, testing and
assembly at a high TRL level is described next,
concluding in their validation in a state-of-the art
industrial setting where they have been operating
for 18 months, at the time or writing this paper.
During this time it was proven that they had sig-
nificant contribution to several use-cases such as,
checking conformance with health&safety guide-
lines, monitoring negative room pressure and dis-
covering systematic sources of pollution thus pro-
tecting the personnel and the products.

As next steps, there is ongoing work on
analysing the sensor measurements from the pi-
lot cases and mining knowledge pertaining to the
plant operation as well as corellating the pol-
lutant concentrations with other pollutants and
micro-organisms. This is the subject of an up-
coming paper.

References:

[1] Krzyzanowski, M., Martin, R. V., Van Din-
genen, R., van Donkelaar, A., and Thurston,
G. D., Exposure assessment for estimation of
the global burden of disease attributable to
outdoor air pollution, Environ. Sci. Technol.,
Vol.46, 2012, pp. 652–660.

[2] WHO- Regional office for Europe, Review of
evidence on health aspects of air pollution –
REVIHAAP project: final technical report,
2013.

[3] Samet J.M., Dominici F., Curriero F.C.,
Coursac I., Zeger, S.L., Fine Particulate Air
Pollution and Mortality in 20 U.S. Cities,
1987–1994, N Engl J Med , Vol. 343, 2000,
pp. 1742-1749

[4] WHO- Regional office for Europe, Health ef-
fects of particulate matter. Policy implica-
tions for countries in eastern Europe, Cauca-
sus and central Asia, 2013.

[5] Bano, N., Assessment of indoor environmen-
tal impacts on human health (Case study:
Glass city, Firozabad (India), Pollution, Vol.
3, No.2, 2017, pp. 175-183

[6] Setton, E., Marshall J. D., Brauer M.,
Lundquist K. R., Hystad P., Keller P., and
Cloutier-Fisher D., The impact of daily mobil-
ity on exposure to traffic-related air pollution
and health effect estimates, Journal of Ex-
posure Science and Environmental Epidemi-
ology, Vol. 21, No. 1, 2011, pp. 42–48.

[7] Setti, L., Passarini, F., de Gennaro, G., Di
Gilio, A., Palmisani, J., Buono, P., Fornari,
G., Perrone, M., G., Piazzalunga, A., Bar-
bieri, P., Rizzo, E. and Miani, A., Evalua-
tion of the potential relationship between Par-
ticulate Matter (PM) pollution and COVID-
19 infection spread in Italy:first observational
study based on initial epidemic diffusion, BMJ
Open,Vol.10, No.9, 2020;

[8] Wu, X., Nethery, R. C., Sabath, M. B., Braun,
D., Dominici, F., Air pollution and COVID-19
mortality in the United States: Strengths and
limitations of an ecological regression analy-
sis, Science Advances, Vol. 6, No. 45, 2020

[9] Saadat, S., Rawtani, D., Hussain, CM., Envi-
ronmental perspective of COVID-19, Science
of The Total Environment Vol. 728, 2020,
pp.138870
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