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Abstract: - This study examines the integration of business continuity management (BCM), cybersecurity and 
organizational resilience, with an emphasis on human factors. The study brings together key findings that support 
the development of organizational resilience. The study compiles the findings of 13 peer-reviewed publications 
resulting from the efforts of tasks 8.2 of the ECHO and 3.2 of the DYNAMO projects. The study highlights gaps 
in current commercial tools for business continuity management, cyber threat intelligence (CTI) and risk 
management (RM). The DYNAMO platform is an AI-driven solution that enables cybersecurity resilience 
through simulation-based training and decision support systems. 
The articles cover topics such as combining business continuity management principles to build dynamic 
resilience, the role of communication in organizational resilience and the role of human factors in cybersecurity. 
The study examines the implementation of guidelines to improve cybersecurity, the use of open-source 
intelligence (OSINT) in the financial sector, and the impact of the EU AI law on cybersecurity training. 
The analysis highlights the importance of integrating continuity planning and risk management into 
organizational culture, supported by effective communication, continuous learning, and the adoption of 
recognized standards. The results provide practical advice for organizations seeking to improve their 
preparedness for hybrid threats and disruptions, and suggest further research directions for resilience assessment, 
AI integration, and cross-sector standardization. 
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1 Introduction 
Digitalization, interdependence, and cyber-physical 
threats create complex disruptions for organizations. 
The established practices include BCM, 
cybersecurity, and risk management. The fact that 
they are implemented separately often leads to gaps 
in situational awareness, human-factor integration, 
and cross-functional decision-making. The existing 
BCM, CTI, and risk assessment tools do not provide 
support for dynamic resilience or coordinated 
responses to disruptions. The ECHO and DYNAMO 
projects address these challenges by developing 
integrated, human-centric approaches. The 
publications from these projects provide the 
empirical basis for this research. The research 
problem is the lack of a unified understanding of how 
to operationalize BCM, cybersecurity, and 
organizational resilience. The study examines 
whether such integration, which is supported by 
human factors, can enhance organizations’ 
preparedness for disruptions. 

This study presents research findings published in 
academic journals and conferences on human factors 
in business continuity management (BCM), 
cybersecurity, and organizational resilience. The 
research draws on the publications produced by two 
major European projects: the European Network of 
Cybersecurity Centres and Competence Hub for 
Innovation and Operations (ECHO) and the Dynamic 
Resilience Assessment Method, including a 
combined Business Continuity Management and 
Cyber Threat Intelligence solution for Critical 
Sectors (DYNAMO) [1], [2]. The articles are a 
combination of insights from ECHO and DYNAMO 
research activities and previous publications by 
experts in the field on how to enable modern 
organizations to strengthen their resilience to 
disruptions, effectively manage cyber threats, and 
ensure critical functions remain operational. 

The shared commitment of the projects to 
innovation, excellence, and human-centered 
approaches can be seen in these works, which have 
been published in conference proceedings and peer-
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reviewed scientific journals. The ECHO project 
aimed to bring together European cybersecurity 
efforts, while DYNAMO aimed to integrate AI into 
cybersecurity training and decision-making to 
safeguard critical infrastructure. The DYNAMO 
project aims to enhance recovery and resilience 
against cyber threats through AI-driven simulations 
and decision-making tools. Project ECHO work is 
partially furthered in DYNAMO, as some project 
partners and researchers have collaborated on both 
projects, and the ECHO Early Warning System (E-
EWS) is a component of the DYNAMO platform. 

 
 

2.1 Objectives and research questions 
The research is based on thirteen case studies that 
deepen our understanding of human factors in 
cybersecurity. These cases contribute to the growing 
body of knowledge that helps create more resilient 
and responsive organizations. The thirteen case 
studies combine into a body of knowledge that 
enhances project understanding of human factors in 
cybersecurity. The research question of the study is:  

Can business continuity management, 
cybersecurity, and organizational resilience be 
integrated to improve organizational readiness 
against disruptions? 

The core themes of the research are reflected in 
this question, which integrates business continuity 
management, cybersecurity, and resilience, 
emphasizes human factors, and explores the practical 
outcomes of organizational readiness. 

The structure of this paper is as follows: Chapter 
II provides a relevant literature review, Chapter III 
describes the research methodology, Chapter IV 
presents the study’s findings, and Chapter V 
concludes the research with recommendations. 
 

 

2 Literature review 
The research content can be analyzed and presented 
in a structured manner, with the following themes 
highlighting key focus areas and their connections. 
 
 
2.1 Business Continuity Management (BCM) 
According to ISO 22301, the definition of the BCM 
is a system of interrelated elements that organizations 
use to establish, implement, operate, monitor, review, 
maintain, and enhance their business continuity 
capabilities [3]. BCM systems aim to provide 
guidance and analytical frameworks for risk 
assessment, management, and operational 
maintenance during disruptions. Current BCM 

practices have a common structure for formal 
planning processes and risk assessment activities.[4]. 
BCM is a comprehensive management process that 
recognizes threats and their consequences and creates 
a foundation for an organization’s resilience [5]. The 
process consists of steps like planning, absorbing, 
recovery, and adaptation, which together enhance an 
organization’s ability to respond to and recover from 
disruptions [6].  

BCM was developed several years ago and is an 
evolution of the company's disaster recovery 
approach. Although its origins lie in information 
security (IS), it has arguably evolved significantly 
since then [5]. The BCM approach aims to give a 
framework for comprehending how value is created 
and maintained in an organization and establish a 
direct connection between the dependencies or 
vulnerabilities associated with value creation. The 
implementation of this approach involves a holistic 
and multidisciplinary approach [5]. A cybersecurity 
resilience framework is crucial for businesses in 
today's digital environment. The framework 
enhances cybersecurity defenses and contributes to 
an overall risk management strategy, guaranteeing 
business continuity [7].  
 
 
2.2 Resilience 
According to the National Academy of Sciences 
(NAS), resilience is "the ability to prepare for, plan 
for, survive, recover from, and adapt more 
successfully to adverse events." [8]. Dynamic 
resilience is a term used to describe an organization’s 
ability to respond and recover quickly from adverse 
events [9]. The new normal demands collaboration 
on social networks, continuous communication, and 
adaptability [10]. The resilience management 
framework relies on risk analysis as a key 
component. To determine the expected loss of critical 
functionality, risk analysis is based on the 
identification of threats, vulnerabilities, and 
consequences of adverse events [11]. Figure 1 
presents the resilience management framework that 
includes risk analysis. 
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Fig.1. A resilience management framework [11]. 

The interpretation of system risk is that of the overall 
degradation of critical functionality, and system 
resilience is linked to the slope of the absorption 
curve and the shape of the recovery curve. This 
demonstrates the temporal impact of an adverse event 
on the system. Highly resilient systems could adjust 
to improve the system's functionality compared to its 
original performance. The dotted line indicates that 
this improves the system's ability to withstand future 
adverse events [11]. Implementing resilience 
strategies that enable systems to remain operational 
and recover effectively from disruptions is essential, 
as societies and economies are still susceptible to 
systemic disruptions and rapidly changing conditions 
[12]. Resilience is a valuable alternative method for 
analyzing complex systems and systemic risks that 
are hard to analyze using traditional risk assessment 
methods. A resilience-based approach is beneficial 
for many modern systems [13].  

Collaborative and multidisciplinary approaches 
are necessary for comprehensive risk and resilience 
management strategies. To fully comprehend the 
range of factors that affect an organization down to 
the system level, they combine social, economic, and 
technical perspectives. Maintaining acceptable 
critical infrastructure performance requires a 
combination of social and systems engineering 
approaches to support multi-organizational decision-
making. [14]. Organizations can anticipate trends, 
seize opportunities, and mitigate risks by utilizing 
their adaptability, organizational learning, and 
dynamic capabilities. Continuous learning leads to 
innovation and flexibility, and organizations benefit 
from adaptability and dynamic capabilities to adapt 
strategies and integrate competencies, improving 
resilience and driving systematic development. [10]. 

 

2.3 Cybersecurity 
Cybersecurity is categorized as an interdisciplinary 
field. Scientific research is not easily applicable to 
cybersecurity because it is not a clearly defined 
academic field. Cybersecurity is a mix of technical, 
behavioral, and cultural disciplines. The rapid 
evolution of threats, the difficulty of conducting 
controlled experiments, and the pace of technological 
change and innovation make scientific research 
complicated. [15]. The definition of cybersecurity is 
not internationally accepted or standardized, and 
there is no clear identification of its development and 
application area. Cyberattacks are a threat in the new 
reality where digital transformation is a major factor. 
The implementation of cybersecurity measures is 
necessary due to the potential for data breaches 
caused by digital threats [16]. The importance of 
cybersecurity lies in the sharing of information and 
trust. Due to the increase in cybersecurity incidents, 
it is necessary to protect against a variety of threats, 
such as cyberattacks, dynamic and evolving 
advanced persistent threats, privacy breaches, power 
outages, and serious human errors that occur because 
of inadequate training [16].  

The growing importance of digital transformation 
has made cybersecurity a crucial research area. The 
challenges identified are mainly due to the lack of 
funding, a restricted skilled workforce, and a lack of 
cybersecurity policy or regulatory guidance [17]. 
Research on cybersecurity issues, which are 
considered multidisciplinary, has increased due to the 
increased use of technology [18]. There is a persistent 
need to enhance understanding of the specific nature 
of organizational cybersecurity, the cybersecurity 
skills necessary for it, and the relevant methods for 
acquiring those skills [18]. 

Human factors in cyber security, e.g., training, 
cognitive biases, organizational culture, encompass 
environmental, organizational, and job-related 
factors, as well as human and individual 
characteristics, that impact work behavior in ways 
that can impact health and safety [19]. The study of 
human factors focuses on the interaction between 
humans and system components [20]. Human factors 
in cybersecurity are examined by researchers from 
different fields who focus on highlighting several 
perspectives: organizational needs, challenges, and 
skill gaps [18]. Successful cybersecurity leadership 
requires consideration of human factors. Senior 
management is crucial in this area, and people should 
always be the focal point of daily operations. [21]. 
The findings of [22] indicate the necessity of 
establishing formal training and learning standards 
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that empower organizations to tackle the human 
factors of cybersecurity and critically mitigate cyber 
risks. IT systems should be able to detect phishing 
emails and other social engineering attacks, while, 
e.g. healthcare professionals should have the ability 
to identify social engineering [22].  
 

 

3 Methodology 
Systematic reading of materials, observation, 
interviews, surveys, and reporting of their results are 
the fundamental components of a case study research 
process [23], [24]. The case study approach offers a 
distinct method for observing any natural 
phenomenon that occurs in a specific set of data [25]. 
Case studies are centered around examining either a 
specific number of individuals or an area as research 
subjects [26]. The researcher can create a 
comprehensive picture by highlighting relevant 
aspects while examining real-life phenomena 
through detailed contextual analysis of a limited 
number of events or circumstances and their 
relationships [27]. 

Data from specific contexts were provided to the 
project consortium researchers using a case study 
approach. Research efforts involved the writing of a 
qualitative synthesis, of 13 previously published 
project outputs. These were considered as case 
studies and a cross-case analysis provided knowledge 
on the human factors of cybersecurity with an 
emphasis on the healthcare, maritime, and energy 
sectors. These cases were presented as peer-reviewed 
research articles in academic conferences and 
journals. The following table features 13 articles on 
business continuity management (BCM), 
cybersecurity, human factors and organizational 
resilience written for the DYNAMO and ECHO 
project tasks. 

To convey narrative analysis of text and interview 
materials, the analysis utilized qualitative 
approaches. Researchers aimed to combine relevant 
aspects to reveal the bigger picture and provide a 
thorough understanding of the research context in 
T3.2. Since all thirteen publications originate from 
the same research ecosystem of projects ECHO and 
DYNAMO), there is a risk of selection bias. 

Table 1. Related articles written in the DYNAMO 
and ECHO projects. 

# Authors 
Publication title 

Publication 

channel 

1 
Hytönen & 
Ruoslahti 
(2024) [28] 

Business 
Continuity 
Management – 
Building Block of 

Journal: Critical 
Information 
Infrastructures 
Security Lecture 

Dynamic 
Resilience 

Notes in Computer 
Science 

2 

Hytönen & 
Ruoslahti 
(2023) [29] 
 

A Lens to 
Examine 
Communication 
Through Business 
Continuity 
Management 

Book chapter: 
Public Relations 
and Sustainability  

3 
Ruoslahti & 
Hytönen 
(2024) [30] 
 

Academic 
publications create 
sustainable 
knowledge in 
funded projects 

Book chapter: 
Public Relations 
and Sustainability  

4 

Savolainen, 
McCarthy, 
Neville & 
Ruoslahti 
(2024) [31] 

Business 
Continuity 
Management of 
Critical 
Infrastructures 
from the 
Cybersecurity 
Perspective 

Conference: IEEE 
Global 
Engineering 
Education 
Conference  

5 
Tikanmäki & 
Ruoslahti 
(2024a) [32] 

Enhancing 
Security 
Education: A 
Comprehensive 
Analysis of 
Virtualized 
Learning 
Approaches in the 
Study of Hybrid 
Threats 

Conference: IEEE 
Global 
Engineering 
Education 
Conference 

6 
Heinonen & 
Ruoslahti 
(2024) [33] 

Measuring 
Societal Impacts 
of Cybersecurity 

Conference: 
European 
Conference on 
Cyber Warfare 
and Security 

7 

Ruoslahti, 
Hytönen & 
Sanchez 
(2024) [34] 

Business Model 
Canvas and 
Competition to 
Understand 
Exploitation of 
Cybersecurity 
Project Results 

Conference: 
European 
Conference on 
Cyber Warfare 
and Security 

8 
Ruoslahti & 
Tikanmäki 
(2024) [35] 

The Social 
Domain: 
Resilience of 
Information-
Sharing  

Conference: 
European 
Conference on 
Cyber Warfare 
and Security 

9 
Rajamäki & 
Tiitta (2024) 
[36] 

Implementation of 
OSINT for 
Improving an 
International 
Finance Sector 
Organization’s 
Cybersecurity 

Conference: 
International 
Conference on 
Cyber Warfare 
and Security 

10 

Tikanmäki, 
Savolainen & 
Ruoslahti 
(2024) [37] 

The Role of 
Standards in 
Enhancing 
Cybersecurity and 
Business 
Continuity 
Management for 
Organizations 

Journal: 
Information & 
Security: An 
International 
Journal 
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11 
Tikanmäki & 
Ruoslahti 
(2024b) [38] 
 

Human Factors 
Make or Break 
Cybersecurity! 

Journal: 
Information & 
Security: An 
International 
Journal 

12 

Rajamäki, 
Savolainen & 
Tikanmäki 
(2025) [39] 

The Effect of EU’s 
Artificial 
Intelligence Act 
on Cyber Security 
Training 

Journal: 
Futureproofing 
Engineering 
Education for 
Global 
Responsibility, 

13 
Tikanmäki & 
Ruoslahti 
(2024c) [40] 

Insights on Human 
Factors Enhancing 
Cybersecurity 

Journal: 
Information & 
Security: An 
International 
Journal 

These articles serve as the data for this study. Each 
article focuses on a specific scenario or 
organizational environment. Examples of case study 
topics include cybersecurity training and awareness, 
phishing resilience and employee behavior at a 
national energy company, organizational learning 
from cyber incidents in healthcare IT, cross-sector 
collaboration to share cyber threat information, and 
human error. The dissemination of these case studies 
as peer-reviewed research articles at academic 
conferences and journals contributed to the 
knowledge base at the intersection of human factors 
and cybersecurity. 
 
 
4 Results 
Combined, the sample studies discuss the importance 
of a comprehensive approach to resilience that 
incorporates technological, human, and 
organizational factors. Topics covered include 
combining business continuity principles to create 
dynamic resilience, the importance of 
communication in organizational resilience, the 
effect of academic publications on project 
sustainability, and the significance of human factors 
in cybersecurity. Sample articles also examine how 
standards can improve cybersecurity, how open-
source intelligence (OSINT) can be utilized in 
financial cybersecurity, and how the AI law of the 
European Union affects cybersecurity education. 

Combining diverse perspectives can help 
summarize the use of practical frameworks, 
innovative methodologies, and critical challenges. 
This can help to present a comprehensive view of 
current trends and future directions in these essential 
areas. Sample research emphasizes the significance 
of incorporating continuity planning and risk 
management into organizational culture. Active 
participation at all levels of the organization is 

necessary to guarantee readiness and adaptability in 
the face of changing threats. 

The collection of articles in Table 2 examines the 
characteristics of business continuity management 
(BCM), cybersecurity, human factors, and resilience 
in both organizational and educational contexts. The 
table presents the main themes, methodology, and 
key focus areas. 

Table 2. The main themes, methodology and key 
focus of the articles. 

Article 

# 
Theme 

Methodology Key focus 

1 BCM & 
resilience Qualitative 

interviews 
Adaptive BCM 
practices 

2 Communication 
in BCM Framework 

analysis 
Communication 
strategies 

3 Project 
sustainability 

Participatory 
action 
research 

Academic 
publishing 

4 Cybersecurity & 
BCM Literature 

review Human factors & AI 

5 Hybrid threats 
education Mixed 

methods Virtualized learning 

6 Cybersecurity 
impact 

Surveys & 
statistical 
analysis 

SIA Toolkit 

7 Market 
dynamics Action 

research BMC&C framework 

8 Social networks 
Risk matrix Network resilience 

traits 

9 Threat 
intelligence 

Design 
Science 
Research 

OSINT process 

10 Standards & 
regulation Comparative 

analysis 
ISO/NIST 
frameworks 

11 Human 
vulnerabilities Theoretical 

analysis Holistic approach 

12 AI regulation & 
education Policy 

analysis 
Curriculum 
adaptation 

13 ECHO project 
insights Case study Training & 

awareness 

BCM as Dynamic Resilience explores how BCM 
helps organizations adapt to disruptions through 
continuous planning and communication, based on 
interviews with Finnish experts. Communication in 
BCM introduces a resilience matrix to highlight 
communication's role across BCM phases, stressing 
its importance in decision-making and situational 
awareness. Academic Publishing in Projects argues 
that early academic publishing improves project 
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outcomes and sustainability, using co-creative 
writing and participatory research. Cybersecurity in 
Critical Infrastructure BCM proposes a new BCM 
framework integrating AI and human factors, 
emphasizing continuous learning for resilience in 
sectors like energy and healthcare. Virtual Learning 
for Hybrid Threats evaluates a hybrid threat course 
using virtual modules, showing improved student 
understanding and critical thinking through 
structured education. Societal Impact of 
Cybersecurity uses statistical tools to assess how 
cybersecurity affects society, highlighting the 
importance of European solutions and 
communication skills.  

Business Model Canvas & Competition enhances 
the traditional BMC by adding a competition block, 
helping organizations better understand market 
positioning in cybersecurity. Resilience in Info-
Sharing Networks identifies traits like trust and 
leadership that strengthen network resilience, with 
practical tools developed in the DYNAMO project. 
OSINT for Cybersecurity details a structured OSINT 
process for threat intelligence in finance, suggesting 
AI integration for future improvements. Standards in 
Cybersecurity & BCM reviews ISO and NIST 
standards, noting their potential but also the lack of 
practical implementation evidence, calling for further 
research. Human Factors in Cybersecurity discusses 
how traits like fear and trust affect cybersecurity, 
advocating for a holistic approach that includes legal, 
ethical, and organizational aspects. EU AI Act & 
Cybersecurity Education analyses how the AI Act 
impacts cybersecurity training, recommending 
curriculum updates to address legal and technical 
challenges. Human Factors in ECHO Project 
highlights training and awareness as key to 
cybersecurity, showing how human factors influence 
resilience and organizational culture. 

The table below displays the findings of a review 
of the shortcomings found in commercial tools for 
business continuity management (BCM), cyber threat 
intelligence (CTI), and risk management (RM). In the 
following table, the Theme refers to the main topic or 
focus area of the article (e.g. business continuity 
management, communications, artificial intelligence 
training). Key insight refers to the core findings or 
contribution of the research, and Practical 
implication explains how the insight can be applied 
in real-world organizational or strategic contexts. 

Table 3. Key conclusions from reviewed articles. 
Theme 

Key insight Practical implication 

Dynamic 
Resilience 
through BCM 

Effective BCM 
practices, 
characterized by 

Organizations must 
embed BCM into their 
culture to ensure all 

continuous risk 
assessment, 
regular exercises, 
and open 
communication, 
are essential for 
building dynamic 
resilience 

levels are involved in 
continuity planning and 
risk management 

Communication 
as a Pillar of 
Resilience 

Communication 
plays a pivotal role 
in maintaining 
situational 
awareness, 
supporting 
decision-making, 
and fostering a 
culture of 
resilience 

The modified Resilience 
Matrix offers a valuable 
framework for 
integrating 
communication 
management with 
resilience planning 

Sustainability 
through Academic 
Publications 

Early focus on 
academic 
publications in 
funded projects 
can enhance 
knowledge 
creation, project 
sustainability, and 
academic 
visibility 

Early integration of 
structured academic 
publishing strategies to 
maximize project 
lifecycle impact is 
recommended for 
organizations and 
consortia to facilitate 
knowledge 
dissemination, 
stakeholder engagement, 
and long-term impact. 

Cybersecurity and 
Human Factors Integrating human 

factors into 
cybersecurity and 
BCM frameworks 
is crucial for 
improving the 
resilience of 
critical 
infrastructures 

Continuous training and 
adaptation are necessary 
to address human 
vulnerabilities and 
enhance threat detection 
and response. 

Educational 
Innovations in 
Security 

Virtualized 
learning 
approaches and 
structured 
modules in 
security education 
can significantly 
enhance students' 
understanding and 
preparedness for 
hybrid threats 

Feedback from such 
programs can inform 
future educational 
initiatives. 

Measuring 
Societal Impacts Tools like the 

Societal Impact 
Assessment 
Toolkit are 
practical for 
evaluating the 
societal impact of 
cybersecurity 
efforts 

Continuous development 
and standardization of 
such tools are needed to 
improve their 
effectiveness. 

 

Business Model 
Adaptations Incorporating 

competition into 
Business Model 
Canvas provides a 
more 
comprehensive 
framework for 
analyzing business 
models, 

This approach aids in 
strategic planning and 
market positioning. 
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particularly in the 
cybersecurity 
sector 

Resilience of 
Information-
Sharing Networks 

Understanding 
and implementing 
key resilience 
attributes can 
significantly 
improve the ability 
of organizations to 
withstand 
disruptions 

Collaborative networks 
must prioritize clear 
purpose, defined roles, 
and open 
communication. 

 

Role of Standards 
in Cybersecurity Standards like ISO 

22301, ISO/IEC 
27001, and the 
NIST 
Cybersecurity 
Framework are 
valuable for 
enhancing cyber 
resilience and 
business 
continuity 

Practical experiences and 
newer regulations need 
further exploration to 
maximize their benefits. 

 

Impact of AI on 
Cybersecurity 
Training 

The EU's AI Act 
necessitates 
adaptations in 
cybersecurity 
curricula to 
address emerging 
challenges in AI-
driven 
technologies 

Continuous learning and 
updates are essential for 
preparing cybersecurity 
professionals. 

 

Table 3 includes the study’s findings and 
suggested solutions for capabilities for resilience, 
operational integration, learning and adaptation, and 
overall cybersecurity effectiveness. Thirteen 
academic articles have covered the subject, and the 
results that were discovered to address the 
shortcomings are presented in the right column.  

The reviewed studies point out the significance of 
combining technological, human, and organizational 
facets for resilience. Findings highlight that BCM, 
cybersecurity practices, and organizational resilience 
should be seen as interconnected parts within a 
unified resilience framework. In summary resilience 
becomes fostered with ongoing training/education 
across organizations to align technical systems, 
human capacities, and organizational approaches.    
 

 

5 Discussion and Conclusions 
The findings highlight the advantages of integrating 
business continuity management, cybersecurity, and 
organizational resilience. However, there are visible 
limitations that should be considered.  

Firstly, outcomes are based publications from the 
just two connected projects, ECHO and DYNAMO, 
which limits the generalizability to contexts beyond 
comparable European research environments. This 

suggests that the recognized integration advantages 
may be, in part, affected by the shared assumptions, 
frameworks, and research goals of the projects. 
Secondly, real-world challenges, such as silos, 
competing goals, and resource constraints, hinder the 
adoption of comprehensive resilience methods. 
Thirdly, there are underlying conflicts in the 
heightened use of AI-driven tools and standardized 
methodologies. These tensions reveal the necessity 
for a balanced method that combines technological 
progress with vigilant human oversight. 

The results of a comparison of commercial 
business capability management (BCM), cyber threat 
intelligence (CTI), and risk management (RM) tools 
revealed several limitations. The solution of the 
DYNAMO underlying principles was compared to 
these limitations to address them by improving 
resilience, operational integration, learning, 
adaptation, and cybersecurity effectiveness. This 
study offers an overview of recent research and 
advancements in business continuity management 
(BCM), cybersecurity, and organizational resilience 
from thirteen academic articles. Results highlight the 
importance of integrating robust BCM practices, 
effective communication strategies, and human-
centric approaches into organizational frameworks to 
enhance resilience against a variety of disruptions 
(Figure 2).  

 

 
Fig. 2. Conceptual Model of Integrated 

Organisational Resilience 
Figure 2 is a visual summary of the key themes and 
relationships and essential areas of study: business 
continuity management, communication, human 
factors, and AI and technology. Communication, 
training, leadership, organizational culture, standards 
adoption, and continuous learning appear throughout 
the dataset as recurring themes and practical 
implications. 
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This model demonstrates how the elements of 
business continuity management, cybersecurity, 
standards, and artificial intelligence technologies 
serve as enablers. Communication, human factors, 
and organizational culture facilitate their integration 
and promote essential organizational functions, 
situational awareness, adaptive responses, and 
coordinated decision-making that jointly enhance 
organizational resilience. Continuous learning is a 
key component in reinforcing resilience through 
feedback mechanisms. 

Business continuity management incorporates 
both continuity planning and risk management. 
Cybersecurity focuses on addressing vulnerabilities 
and cyber threats. Human factors foster a strong 
culture of resilience. Training and continuous 
improvement are key aspects of learning and 
adaptation. All the above are connected by enhancing 
organizational resilience, which is a crucial factor. 

 

 
5.1 Practical Implications 
This paper synthesizes findings from thirteen peer-
reviewed publications into a coherent framework for 
organizational resilience. The practical impact of 
each category indicates how the findings can be 
utilized in real-life situations. Organizations seeking 
to strengthen their resilience and cybersecurity 
posture can benefit from the practical insights 
provided by this study. Organizations need to move 
beyond compliance-based approaches and integrate 
business continuity planning into their organizational 
culture. The focus is on regular training, scenario-
based exercises, and leadership engagement at all 
levels. Effective communication is crucial during 
disruptions, which is why it is important to improve 
communication strategies. Frameworks, such as a 
modified resilience matrix, are a way for 
organizations to align communication planning with 
resilience goals and ensure clarity, responsiveness, 
and coordination. However, such integration efforts 
may encounter organizational silos, resource 
constraints, governance conflicts, cultural resistance, 
and regulatory complexity. 

AI-based simulations and decision support tools 
can enhance preparedness and responsiveness in 
cyber resilience. Critical industries should consider 
integrating AI into training and threat analysis. 
Improving security training programs necessitates 
the inclusion of virtual learning environments and 
structured modules that reflect real-world hybrid 
threats. Content can be adapted to changing needs 
and learner profiles with the help of feedback 
mechanisms. Leveraging standards and assessment 

tools: Adopting recognized standards (e.g., ISO 
22301, ISO/IEC 27001, NIST) and tools such as the 
Societal Impact Assessment Toolkit can guide 
organizations in assessing and improving their 
resilience strategies. Limitations that may be 
associated with AI adoption may include 
explainability, bias, overreliance on automation, 
privacy concerns, regulatory uncertainty, and the 
evolving requirements of the EU AI Act. 

Organizations focused on cybersecurity can 
improve their market positioning by incorporating 
competitive dynamics into strategic planning using 
tools such as the Business Model Canvas. These 
practical significances support a proactive and 
integrated approach to crisis resilience and encourage 
organizations to transition from reactive risk 
management to dynamic, adaptive systems. 

The main implication of this research centers 
around positive developments in academic 
publishing, training, and collaboration. Future 
research should incorporate a wider variety of 
empirical evidence, such as failed cases, to achieve a 
more balanced and critical assessment of resilience 
development. The ability to provide a comprehensive 
overview of recent advances is hindered by focusing 
on published articles from specific projects. All 
emerging trends, practices or frameworks may not be 
entirely covered by the study. Furthermore, the 
assessment of commercial tools is based on the 
documentation and opinions of experts, which may 
not reflect all actual implementations. Future study 
would benefit from a wider investigation of external 
literature on e.g. cyber resilience, organizational 
resilience, socio-technical cybersecurity frameworks, 
and resilience engineering.  

Models related to cyber resilience, enterprise 
resilience, socio-technical systems, and 
organizational adaptability serve as frameworks for 
future research efforts, which should continue to 
explore these intersections to improve organizational 
resilience and manage disruptions effectively. Future 
research could also examine the interrelationships 
between business capability management, 
cybersecurity, and human factors, particularly in the 
context of evolving threats and technological 
advances. Other areas of future research include the 
long-term impact of communication strategies on 
organizational resilience and comparing studies 
across industries to validate the generalization of the 
findings. 
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