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Abstract: - Technical installations with small modular reactors (SMRs) are increasingly prepared to use in
practice. They are critical installations due to content and work with dangerous substances because these are
sources of fire, explosion and environment contamination. Therefore, for human society and its development,
it is necessary to manage not only their nuclear safety, but also their integral (complex) safety, because just
integral safety ensures the security and development of human society. The approach to safety and concept of
safety management used by manufacturer, operator and regulator must be same. For this purpose, we give in
article a tool showing the main features and requirements for management of the integral safety of such instal-
lations.
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1 Introduction

Small modular reactors (SMR) have been in devel-
opment for decades. The International Atomic En-
ergy Agency [1] defines small, medium and large
reactors according to output electrical performance;
reactors up to 300 MWe are classified as small
reactors. Small reactors are increasingly used in
practice, as they are cheaper and their area of
emergency planning is smaller compared to large
nuclear power plants [2-4]. In spite of it, their safe-
ty must be on the first rank of designers, manufac-
tures, operators and regulators. This big team of
specialists from different professional fields must
understand safety by same way.

In the Czech Republic , we work on the Energy
Well reactor [5], which we want to use as energy
sources in technical installations producing the
energy for: train and ship drive [6,7]; operation of
processes as reverse osmosis; hydrogen production
and hydrogen storage [2]; and mining the minerals
in remote regions [7]. From safety reasons, we
create a tool that shows to all specialists the prin-
ciples of risk management directed to safety in
different domains that influence safety rate. Due to
clear intelligibility we use a set of interconnected
pictures, which we denote “generic model of safety
management”. This tool for tutoring the special-
ists in same understanding the safety, we present
in this article.
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Technical installations with the SMR as other
technical installations are threatened by risks
caused by harmful phenomena: occurring in the
locality, in which they are located [8,9]; originat-
ing at the operation by failure of technical fittings,
components or their interconnection and their wear
over time; associated with the human factor, in
particular in the design and organization of opera-
tion management [10,11]; and, last but not least,
by low possibilities of humans to anticipate sudden
changes in the development of the world.

We further deal with technical installations with
SMR that belong to critical infrastructure [12],
which are critical objects, on which operation the
region safety is dependent. Therefore, it is neces-
sary to manage not only their nuclear safety, but
also the integral safety, because they ensure the
security and development of human society, how-
ever, costs on their operation must be acceptable to
society.

Based on current knowledge and experience
which are systematically enforced into practice by
the IAEA and OECD and are permanently followed
in the ESREL conferences, which are summarized
in [10,11], a generic model for the management of
integral safety of technical installations with the
SMR is created, based on the principles of: risk-
based design; and risk-based operation. It is also
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shown way, how to adapt this general model to real
site conditions.

Next paragraphs summarize main principles of
model in question and process models for its con-
struction.

2 Summary on Risk and Safety of

Complex Technical Installations
Based on research of complex technical installa-
tions, the results of which are summarized in
[10,11]:

1. Risk is the degree of probable losses and dam-
ages to the monitored assets in the event of a
harmful phenomenon, which in terms of com-
parability, is normed per unit of time and unit
of space. It represents the degree of safety dis-
ruption of the monitored set of assets in the
event of a possible harmful phenomenon.

2. Safety is understood as a system-level property
that is shaped by a human's measures and ac-
tions and can only be ensured by high-quality
anthropogenic management.

3. Risk and safety are not complementary quanti-
ties because risks” impacts might be reduced
by organizational measures (warning systems,
human training, backup solutions etc.); the
complementary quantity to safety is criticality
(marginal impacts which have been acceptable
yet).

4. Safety is ensured by advanced risk manage-
ment.

At complex technical installations we pay atten-
tion to safety of: individual fittings; components;
personnel; processes; set of processes; whole in-
stallation; and whole installation and its surround-
ing (integral safety). Due to many interfaces among
parts of complex technical installation, which
moreover depend on dynamic changes of technical
installation and its surroundings, the integral safety
is not only set of safeties of mentioned parts
[10,11].

Integral safety respects the systemic understand-
ing the monitored technical installation and chang-
es in time and space. It is based on a systemic, pro-
active and strategically targeted approach. It is
understood as an emergent property of the moni-
tored technical installation, on which the existence
of an element depends; i.e. it is the most hierarchi-
cally determining property of an element. It is a set
of measures and activities that, considering the
nature of the monitored technical installation un-
derstood as a system of systems and all possible
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risks and threats, aim to ensure the functioning the
monitored technical installation elements, links and
flows, so that under no circumstances do they fail
to endanger themselves or their surroundings.

The integral safety is not limited to unilateral
solutions to problems such as repression, but it
deals with situations affecting a certain level of
safety through the so-called safety chain (Figure 1),
which consists of the following parts: proactivity
(elimination of structural causes of uncertainties
that undermine safety, i.e. threaten security and
sustainable development); prevention (elimination
of direct causes, if possible, of an uncertain situa-
tion violating the existing safety); correction (to
prepare to deal with a situation in which safety is
disrupted); response (to bring off safety disruption
and stabilize the situation); and renovation (to en-
sure conditions for the restoration and growth of
safety).

The safety chain

Proactivity Correction  Renovation

Provention | Response 1

| e— S, | a—— L

L

e ———— e -
| — - Ce—
R

R - Unsafety resistance
Safety performance

L - Unsafety load

Demand of safety
Fig. 1. Activities to ensure the safety of critical
element.

Since the research of technical installations
summarized in [10,11] showed that incidents, ac-
cidents, as well as failures of technical installations
occur in about 80% when combining the harmful
phenomena, it is necessary to monitor not only
partial risks but also the integral risk. The integral
risk is understood the aggregation of contributions
from all risk sources that have capability to con-
tribute to failure of technical installation if they
appear; i.e. it includes also contributions from fail-
ures of joins of components and elements. There-
fore, the integral safety is associated with the man-
agement not only of large partial risks posed by
beyond design natural disasters, but above all with
the management of integral risk which also consid-
ers combination of partial harmful phenomena.

3 Sources of Risks of Technical
Installations with SMR
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On the basis of the analysis of 7829 accidents and
failures of complex technical installations includ-
ing the nuclear installations [10,11,13], the sources
accidents and failures of the technical installations
are mainly: natural disasters; defects and failures of
technical equipment, components, production lines
and systems; traffic accidents at transport spent
fuel; accidents in storage of spent fuel; organiza-
tional accidents caused by a human factor, in par-
ticular by a poor safety culture in designing, manu-
facture and operation; and deliberate attacks. The
world dynamically changes, and therefore, new
data on risk sources will arise. For safety im-
provement , it is necessary to evaluate each failure
or accident of technical installations and to deter-
mine lessons learned which is important for im-
proving the prevention and response. Special atten-
tion must be given to technical installations with
SMR because for them a low number of infor-
mation.

4 Data for Compilation of Generic
Model of Risk Management

towards Safety
Real risk size depends on both, the hazard of spe-
cific disaster that is the source of the risk, and the
vulnerabilities of the local monitored assets. It is
site and temporally specific, because it depends on
the amount and vulnerabilities of assets in a given
territory and at a given time [10,11]. From this
reason, a model of safety management of each enti-
ty (asset, fittings, technical installation etc.) needs
to respect site conditions (set of disasters deter-
mined according to All-Hazard-Approach [8,9],
local knowledge level, legislative and society pos-
sibilities).

With regard to current knowledge, it is neces-
sary to link existing norms and standards, because
they contain previous knowledge and without their
application there would be a repetition of past mis-
takes from the past and the results of risk manage-
ment, as recommended now by a number of stand-
ards, e.g., ISO 31010, ISO 9000, etc.; the method
of linking the standards and risk analysis results is
e.g.in [14].

Depending on the specific possibilities of a given

human society, the risks are divided into accepta-

ble, conditionally acceptable and unacceptable

[10,11,15]. Basis for risk management is:

1. High risk is intolerable and cannot be justified
even in extraordinary circumstances.
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2. ALARP risk is tolerable only if risk reduction
is impracticable or if its cost is grossly in dis-
proportion to the improved gained, i.e. if cost
of reduction would exceed the improvements
gained.

3. Acceptable risk, at which it is necessary to
check during time if risk maintains at this level.
In accordance with OECD requirements [15]

and results for technical installations [10,11], each

manager of technical installation shall have a safety
management system (SMS) containing the safety
management program that is based on qualified risk
management, from design to construction up to
operation. Due to the present importance of the role
of cyber infrastructure associated with an automat-
ed management system, the SMS must also ensure
the cybersecurity. Figure 2 showing the model of
safety management of technical installation with

SMR is the analogy of model constructed in [16].

The main goal of technical installation security in

automatic control is so that the instructions for

control systems of technical installation may be
clear and precise, i.e. not affected by phenomena
that can distort them.

ecure technical instaliation
with SMR and its vicinity

Running assessment of
integral risk and
important partial risks . uveseeeeenes

w

Fxternal and internal processes monitoring 1

Separation of tasks to participants &

PROGRAM FOR TECHNICAL INSTALLATION[=
WITH SMR SAFETY ENHANCE

1 21]3 M 501617

4| | | Determination of tasks for ensuring the technical instaltation
with SMIR safety
= PROCESS for SAFETY MANAGEMENT

'1CONCEPT OF SAFETY OF TECHNICAL INSTALLATION WITH SMR

Fig. 2. Model of safety management of technical
installation with SMR with automated control,;
pattern is in [16]. Processes: 1- conception and
management; 2 - administrative procedures; 3 -
technical matters; 4 - external cooperation; 5 -
emergency preparedness; 6 - documentation and
investigation of accidents; 7- cyber security. Feed-
backs: numbers 1-4 in a yellow circle.
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At technical installation with SMR as for each
complex technical installation, it needs to be moni-
tored, the partial risks connected with big disasters
and the integral risk, which include contributions
from elements and links and couplings among
them. The tool for integral risk determination in the
form of decision support system (DSS) was con-
structed by using the principles of decision with
multiple objectives [17]. Its generic model deter-
mined for: designing the technical installation is
given in [14]; and for operation of technical instal-
lations is given in [10]. Due to limited human pos-
sibilities and finances, the risk management
measures costs may not exceed the human society
sources [18]. The way of determination of accept-
ability of integral risk is described in details in
[10,11].

5 Method Used at Compilation of

Generic Model and Its Tasks
Generic model is a tool which describes a process
how to work with risks towards safety. It solves
tasks:

1. How to determine risk sources in locality ac-
cording to All-Hazard-Approach [8,9].

2. How to determine important external and
internal risk sources for technical installations
with SMR by critical analysis of qualified data
sets (how historical data on big events need to
be considered).

3. How to evaluate sizes of hazards for all im-
portant risk sources [10,11].

4. How to propose concept of technical installa-
tions with SMR which copes with all important
risks” sources; namely either in design or in
operation (by response).

For construction of generic model of safety of
technical installations with SMR we consider re-
quirements of [1,19,20], recommendations of Per-
row [21] and procedure used by OECD [15] which
was elaborated in [10] and tested in practice [13].

6 Features of Tool for Safety

Management
The approach to safety and concept of safety man-
agement used by designer, manufacturer, operator
and regulator must be same. For this purpose, we
construct a generic model of safety management
showing the main features and requirements for
management of the integral safety of such installa-
tions. Background features of generic model of
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safety management are shown in Figures 1 and 2.
Further features go out from knowledge summa-
rized in works [10,14] and they are described by
figures:

e Figure 3 shows the way of planning the safe
technical installation with SMR.

e Figure 4 shows way of creation of technical
installation with SMR risk-based design.

e Figure 5 shows way of comparison of tech-
nical installation with SMR important parame-
ters.

e Figure 6 shows technical installation with SMR
safety features at operation.

Plan safe technical
installation with SMR

Determine charactersof
safety fecrical cpetioral) |

¥
¥ I ; Unacceptable safety level

Criteria for leve| — .
|4 Evaluation

of safety
! Acceptable safety leve
Safe and cost-efficient

™ technical installation with

Reasons for Future
MOCEMZANCN - N270E  — changes

Minimal requirements o]

Socio-economic
criteria and CBA

Technical instafiation with
[  SMREecycle |

Fig. 3. Way of planning the safe technical installa-
tion with SMR.
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Fig. 4. Risk-based design flowchart.
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Functonatity
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Fig. 5. Way for comparison of technical installa-
tion with SMR important parameters.
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Fig. 6. Safety features of technical installation with
SMR.

Considering the knowledge summarized in
foregoing chapters, the other important parts of
generic model of safety management of technical
installation with SMR at operation are:

e Process of technical installation with SMR risk
management towards safety during the opera-

tion, which is shown in Figure 7.
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Fig. 7. Safety management of technical installation
with SMR at operation.

e Tasks, which need to be specified in technical
installation with SMR safety management sys-
tem (SMS), are shown in Figure 8.

Fig. 8. Tasks specified in the safety management
system (SMS) of technical installation with SMR.

At technical installation with SMR safety man-
agement, we distinguish the basic levels of man-
agement that need to be aligned, namely: political,
strategic, tactical, operational/functional and tech-

nical, Figure 9.

/o \
/e \

techmical
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Fig. 9. Technical installation with SMR process
management levels.

In knowledge-based process management, the
strategic level determines the basic directions of
development, from which it follows which process-
es need to be modified or created, what organiza-
tional changes will need to be made, where to get
know-how, financial resources, etc.

The tactical level of process management helps
to organize the activities necessary for the imple-
mentation of long-term goals. Answers to the ques-
tions of how to set up processes, in what condition
to maintain them and how these processes must
cooperate with each other are sought.

Operational management decides on the specific
distribution of resources in the process (human,
technological, financial) and also on the perfor-
mance of individual activities within the set pro-
cesses (how to perform a specific operation). The
aim is to ensure the of knowledge and skills among
workers.

At the technical level, specific problems are
solved. It should be remembered that the most chal-
lenging negotiations with risks take place at this
level; the resistance and resilience of elements,
equipment, components and entire systems increas-
es, and according to data from practice, the success
rate of technical measures is between 40 and 80%.

A significant effect and competitive advantage
are achieved by the entity (territory, organization)
only by harmonizing all levels of management. The
aim is to achieve a condition where processes are
defined and managed on the basis of strategy, oper-
ational management is not just extinguishing emer-
gencies. The processes are improved on the basis of
knowledge transferred from the operation. New
knowledge stemming from process control is then
quickly reflected back into the strategy and pro-
vokes another fundamental change or changes in
the development of the subject.

According to the TQM scientific theory [21]
and according to the authors” experience to date, in
connection with problem solving, it is necessary to
consider the possibilities that exist at each level of
management when determining the division of
tasks and responsibilities in ensuring safety. The
possibilities are determined by both, the powers
and the availability and amount of available re-
sources, forces and means that are needed to solve:
1. At the operational management level of tech-

nical installation with SMR, well-structured

problems can be successfully solved.
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2. At the middle management level of technical
installation with SMR both, the structured
problems and the poorly structured problems
that are not associated with great risks to the
technical installation with SMR can be success-
fully solved.

3. At the top management level of technical in-
stallation with SMR, complex and unstructured
problems that have risks that can be controlled
using the tools that only the top management of
the power plant with SMR has at its disposal.

4. Only through mutual cooperation of public
administration and top management of tech-
nical installation with SMR can complex and
unstructured problems of large scale with great
risks be solved.

In the case of technical installation with SMR of
transnational scope, international cooperation is
necessary. The highest responsibility is at the polit-
ical level, where concepts are set and finances are
decided.

A number of supranational institutions (EU,
IAEA, IATA, ICAO, OECD, etc.) require for criti-
cal technical installations (those with SMR be-
longs to them) the preparation of documentation on
safety in the form of a safety report, which means
that it is a document supporting the safety of the
monitored entity. The document in question is in-
tended for the management activities of technical
installation with SMR of operator and for the needs
of the relevant public administration bodies (state
supervision) as well as for informing the public. In
real case, this document describes the adaptation of
generic model of safety management to real tech-
nical installation with SMR.

In general, a safety report of technical installa-
tion with SMR. is a set of documents that contain
information about the monitored entity, its location
and activities, the organization and control system
with respect to the prevention of accidents and
failures, a description of technical installation with
SMR surroundings and the environment, a descrip-
tion of the equipment and an inventory of hazard-
ous substances present in the technical installation
with SMR, the identification and analysis of the
risks of accidents and failures, their evaluation and
preventive measures, measures related to prepared-
ness for dealing with accidents and failures, and
limiting their impacts, as well as map documenta-
tion. It monitors the processes shown in Figure 2
and is the basis of the integral safety management
system of the monitored entity.
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The safety report of technical installation with
SMR needs to be processed already in the concept
phase (preliminary), refined in the design and con-
struction phase, and systematically updated during
the operation. It provides a set of policies and rules
for maintaining the safety and improving it. In
practice, it is implemented by its transposition into
internal regulations, which are mandatory. It is the
basic tool of the safety management system (SMS)
of entity [10,11]. In terms of responsibilities, it is
created hierarchically at different levels of details,
and since the highest competencies are in top man-
agement [23], so the division of responsibilities is
done from top to bottom.

An important document of the safety report for
technical installation with SMR as important criti-
cal facility, which is vital to ensuring the basic
functions of the State is the continuity plan [10],
which is the strategic plan for the management of
safety and development of technical installation
with SMR, which is anchored in the SMS. The
plan is based on the way of integral safety man-
agement and it contains not only data important for
the operation of technical installation with SMR,
but also a way of solving the problems that can
seriously disrupt the operation and competitiveness
of technical installation with SMR. In accordance
with [10], the entity continuity plan has higher
goals than the risk management plan and it includes
procedures:

1. How to deal with risks that have a source out-
side the technical installation with SMR and
seriously affect it. It contains clearly deter-
mined responsibilities and procedures for re-
solving the conflicts between the public interest
and the technical installation with SMR opera-
tor.

2. How to ensure a safe technical installation with
SMR for the planned lifetime, so that technical
installation with SMR may deliver quality
products and services, it is competitive and
does not endanger itself and its surroundings.

3. How to coordinate changes caused by dynamic
development of technical installation with
SMR. and its surroundings, which are not nec-
essarily synergistic, the response to the change
of conditions, including the emergency and cri-
sis management measures, which are elaborat-
ed in detail and ensured in all aspects for all
levels of management of technical installation
with SMR., i.e. it is attached a crisis prepared-
ness plan that contains measures and their en-
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suring, and way for support the State in criti-

cal situations.

To ensure the correctness and expertise of the
safety report, it must be approved by the State au-
thority, i.e. the State must have a safety oversight
authority, which is codified by law. Due to reality
that risks are site-specific, the generic model pre-
sented above must be adapted to site conditions and
legislation which is in force in a given region.

7 Conclusion

The article summarizes the knowledge on complex
technical installations safety management during
their lifecycles (i.e. from sitting to decommission-
ing). The safety management is based on continu-
ous risks” management, namely partial ones and
integral one. For determination of integral risk, the
special decision support system is used and for
decision-making on its acceptability, the general
principles used by the UN, WB, Swiss Re etc. are
recommended [10].

Because technical installation with SMR be-
longs to complex technical installations , it is made
the technology transfer, and on the base of analogy
method, it is constructed the generic model for
management of safety for it. All figures (1-8) show
the solution of main parts of safety management of
technical installation with SMR. Its safety report
needs to be processed already in the concept phase
(preliminary), refined in the design and construc-
tion phase, and systematically updated during the
operation of this technical installation. This safety
report provides a set of policies and rules for main-
taining the safety and improving it. In practice,
these demands are implemented by transposition
into internal regulations, which are mandatory in
the given country.

The generic model of technical installation with
SMR includes: definition of the objective and focus
of safety management; description of accidents and
failures; proposals for risk management decision-
making; discussing the package of measures and
activities with key actors; monitoring principles
and lessons learned for correction applications.

The safety management of technical installation
with SMR includes: the concept of increasing safe-
ty; the definition of safety-related roles and their
tasks; a risk management process for the benefit of
safety; a system for operational risk management
decision support, including a value scale to deter-
mine the level of risk that technical installation
with SMR poses to its surroundings and a value
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scale to determine the degree of contribution of
technical installation with SMR to its surroundings;
division of responsibilities; and safety documenta-
tion.
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