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Abstract: There are numerous good effects of technology on our social lives. Creating an architecture that is
globally connected around-the-clock makes it simple to access a wide range of resources and services. In addition,
technology, such as the Internet, has fostered creativity and invention. Blockchain, the foundation of
cryptocurrencies, is one example of the latest innovations. It is claimed that blockchain technology will
revolutionise a number of current and future products and services. It is assuming a prominent role in many
services as an equalising element to the existing parity between consumers and huge corporations/governments
because of its immutability attribute and decentralised architecture. The blockchain has the potential to be used in
electronic voting systems. Such a plan would aim to offer a decentralised architecture for the operation of
conducting a fair election in order to determine the people’s choice in creating a better democracy. Utilizing smart
contracts, Ethereum stands out as an ideal choice for developing advanced, cost-effective, secure, transparent, and
user-friendly e-voting systems. The Ethereum network, renowned for its consistency and widespread adoption,
particularly excels in providing logical frameworks for smart contracts. Essential qualities of an e-voting system,
including security against duplicate votes and complete transparency while safeguarding attendee privacy, align
seamlessly with Ethereum's capabilities. Choosing Ethereum ensures a robust foundation for creating trustworthy
and efficient e-voting solutions, addressing critical aspects of security, transparency, and user accessibility.
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1. Introduction

Voting, whether through traditional ballet-based methods

or electronic voting (c-voting), forms the comerstone of preventing single points of failure, allowing anyone with

distributed control to add new transactions, the creation

modern democracies. In recent times, a noticeable rise in ) . -
of blocks based on previous block details, and the pivotal

voter apathy, particularly among the younger, tech-savvy
demographic, has been observed. [1] As a potential
remedy to this issue, e-voting has been advocated to

role of consensus algorithms in constructing and
processing transactions within a new block. The paper's
aim is to establish a voting system leveraging Blockchain
technology to ensure transparency and security in the
electoral process. Leveraging blockchain for e-voting

specifically engage the younger generation. To establish
a robust e-voting system, a set of functional and security

requirements, encompassing aspects like transparency, i i
presents clear advantages, including enhanced

transparency through open and distributed ledgers,
inherent voter anonymity, heightened security against
Denial-of-Service Attacks, and the immutability of
records, ensuring the integrity of the voting process and
individual votes. While existing literature focuses on the
positive impacts of blockchains on e-voting
requirements, there is a notable gap in addressing

accuracy, auditability, system and data integrity,
secrecy/privacy, availability, and

distribution of authority, are deemed essential.
Blockchain technology operates on a  distributed
network comprising numerous interconnected nodes.
Each node possesses an independent copy of the
distributed ledger, documenting the comprehensive
transaction history of the network. Crucially, there exists

no singular authority governing the network; instead, implementation challenges and limitations of current

transactions are accepted if a majority of nodes reach blockchain and smart contract technologies, especially

. . for large-scale voting systems. This paper aims to
consensus. This decentralized network ensures user g g sy pap

anonymity [3]. Initial analysis of blockchain technology, explore both the possibilities and constraints of

inclusive of smart contracts, indicates its suitability as a implementing an e-voting scheme using blockchain

foundation for e-voting, presenting the potential to technology, considering the unique challenges posed by

enhance the acceptability and reliability of the process. voting environment. Unsuitable for critical scenarios.

Several papers, including this one, have explored this Another platform, https://electionrunner.com/, allows
concept. Blockchain, a form of Distributed Ledger
Technology (DLT), ensures the immutability and
transparency of digital assets through decentralization
and cryptographic hashing. As outlined in [2], key

features of blockchain include a distributed ledger

users to create and share elections but lacks confidence
in the central authority of Electronic Runner Inc. In
contrast, a well-researched study proposes a robust
blockchain-based electronic voting system, considering
voter anonymity and privacy. While insightful, the paper
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primarily discusses Bitcoin and Zerocoin as currencies
and lacks detailed implementation information.to
communication and fostering a more empathetic and
approachable environment through the transformational
potential of technology [8].

The integration of electronic voting systems on the
blockchain has become a transformational force in
democratic processes within the ever-evolving landscape
of technology breakthroughs. A new era of transparent,
secure, and accessible voting mechanisms has been made
possible by the shortcomings of traditional voting
techniques, which were hampered by inefficiencies,
security issues, and logistical difficulties. Blockchain
technology, a decentralized and impenetrable ledger, is
used by electronic voting systems to improve voting
process integrity and dependability. Because the
blockchain acts as an unchangeable record, every vote is
safely kept and verifiable by all parties involved. This
invention tackles persistent problems with traditional
voting, manipulation, fraud, and disagreements. bringing
about a new phase of faith and assurance in election
results.

The removal of middlemen is one of the main benefits of
blockchain. Multiple
intermediates are frequently used in traditional voting
systems, which introduces weaknesses and potential
sources of failure. Electronic voting solutions lessen
dependency on centralized authorities by utilizing the
decentralized nature of blockchain, creating an
environment that is safer and more resilient for election

electronic  voting on the

processes.

Furthermore, the voting process is transparent from start
to finish thanks to blockchain technology. Every vote, or
transaction in this case, is transparently and publicly
accessibly recorded on the blockchain. This strengthens
public confidence in the democratic process by
improving election accountability and empowering
voters to independently confirm the validity of the
results. The use of smart contracts improves the
effectiveness of blockchain-based electronic voting
systems even further. Smart contracts provide automatic
and impenetrable execution of different voting process
components. They are self-executing contracts with
established rules and circumstances. By regulating voter
eligibility, ballot counting, and result declaration, these
contracts can streamline the election process overall and
reduce the possibility of fraud or human mistake.
Blockchain-based electronic voting systems provide
unmatched accessibility together with security and
transparency. These solutions reduce geographical
obstacles and increase voter turnout by allowing
residents to participate in elections from the comfort of
their homes through the use of digital platforms. A more
representative and democratic governing
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approach benefits from this inclusivity. As blockchain-
based electronic voting becomes more popular, The
integration of electronic voting systems on the
blockchain has become a transformational force in
democratic processes within the ever-evolving landscape
of technology breakthroughs. A new era of transparent,
secure, and accessible voting mechanisms has been made
possible by the shortcomings of traditional voting
techniques, which were hampered by inefficiencies,
security issues, and logistical difficulties.

Blockchain
impenetrable ledger, is used by electronic voting systems
to improve voting process integrity and dependability.
Because the blockchain acts as an unchangeable record,
every vote is safely kept and verifiable by all parties
involved. This invention tackles persistent problems

technology, a  decentralized and

with traditional voting, like manipulation, fraud, and
disagreements.

2. Related Work

Our project aims to establish a secure voting
environment and demonstrate the viability of a
blockchain-based electronic voting system [3],
emphasizing accessibility for everyone via computers
or mobile devices. The objective is to empower
individuals to engage in administrative decisions,
fostering transparency in public opinion for managerial
and legislative bodies. This democratization aligns
with the ideals of true direct democracy , with the
potential to mitigate election corruption, particularly in
smaller towns and corrupt regions. Conventional large-
scale elections pose challenges like high costs and
logistical issues such as geographically dispersed
polling places and absentee voters. E-voting emerges
as a potential solution, with Estonia serving as a
pioneer in online voting since 2003. However,
centralized systems like Estonia's are vulnerable to
DDoS attacks and potential malicious actions by
administrators [4].Switzerland, renowned for its
democratic values, is exploring electronic voting to
engage voters at the age of 18. Despite various online
platforms attempting to address voting concerns, like
followmyvote.com and strawpoll.me, comprehensive
solutions are lacking . Our project aims to contribute to
a more inclusive and reliable democratic process by
addressing the limitations of current models.Different
e-voting platforms exhibit varying security features,
with some compromising voter authentication, vote
duplication, and non-repudiation for user convenience,
making them unsuitable for critical scenarios. Another
platform, https://electionrunner.com/, allows users to
create and share elections but lacks confidence in the
central authority of Electronic Runner Inc.In contrast,
a well-researched study proposes a robust blockchain-
based electronic voting system, considering voter
anonymity and privacy. While insightful, the paper
primarily discusses Bitcoin and Zerocoin as currencies
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and lacks detailed implementation information.Our
project's main goal is to overcome these challenges by
introducing a secure e-voting system on a smaller scale,
focusing on university elections like student councils,
department chairs, and university rectors. The unique
aspect is the integration of these elections with
Ethereum blockchain technology. Limited scholarly
papers on Ethereum blockchain and e-voting exist,
often suggesting complex methods unsuitable for IoT
applications. The project developed Ethereum smart
contracts for vote counting and verification, ensuring
voter anonymity through hash values, with recognition
of personal authentication and legal regulations as
distinct issues beyond the current scope.

Numerous scholars have expressed interest in
conducting innovative research in the field of block
chain technology, as it is becoming necessary for
numerous applications. suggested a permissioned
block chain election system that makes use of smart
contracts to guarantee election security and economy.
The use of blockchain-based voting solutions at many
levels, including business, community, city, and
national voting, was recorded in . The benefits and
difficulties of blockchain-enabled voting (BEV) were
also covered. The approved voters can use digital
currency to cast a ballot in BEV as well. Voting on a
block chain creates tamper-proof audit trails, making it
an ideal method for casting ballots. examined the I-
voting systems in several nations in. A potential
electronic voting protocol is put out that makes use of
the blockchain to function as an open voting booth.

In their investigation, a comparison of commercial
block chain electronic voting methods was conducted.
They compared the commercial protocols of
Bitcongress, Follow My Vote, and TIVI .

suggested the Open Vote Network, which works well
for elections in boardrooms and doesn't rely on any
reliable source to determine the outcome of the vote.
This is because each voter has control over their
privacy thanks to the self-tallying protocol of the Open
Vote Network. The Ethereum blockchain is secured by
the use of the consensus process. overcomes the
limitations of two-round decentralized voting methods
by allowing election results to be determined through
recovery rounds and taking computational.

3. Contribution to Paper

The paper makes two significant contributions they are
as follows,

1. It introduces an e-voting scheme utilizing blockchain
technology that aligns with essential e-voting
properties. This innovative approach not only adheres
to the guidelines set by the Election Commission of
India but also introduces a level of decentralization,

empowering voters with greater control over the
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process[5]. The proposed scheme seeks to balance
regulatory compliance with the benefits of blockchain
in enhancing the e-voting experience.

2. The paper engages in a comprehensive discussion on
the challenges associated with implementing this e-
voting proposal. It critically examines the limitations of
the underlying platforms, namely blockchain and smart
contracts, shedding light on potential obstacles and
constraints. By addressing both the proposal's novel
features and the practical hurdles in implementation,
the paper offers a holistic exploration of the landscape
surrounding blockchain-based e-voting systems.

4. E-voting

Electronic  voting known as ‘e-voting
mechanisms’, have undergone thorough examination in
both commercial and academic spheres. These
mechanisms, designed to facilitate the casting and
counting of votes, have been a focal point of study,
exploring their application and effectiveness in modern
electoral processes. Research efforts have spanned
across both industry and academia , reflecting a
widespread interest in leveraging electronic means for
enhancing the efficiency and accuracy of voting

procedures.

systems,

5. Design Properties

Ensuring Integrity in E-Voting Protocols: A
Comprehensive Analysis. In the realm of electronic
voting (e-voting), a set of fundamental properties serves
as the bedrock for designing a robust and trustworthy
protocol . These properties encompass the dimensions of
fairness, eligibility, privacy, verifiability, coercion-
resistance, and the distinct inclusion of forgiveness.[6]

5.1 Fairness

A fundamental principle dictates that no preliminary
results should be available until the completion of the
voting process. This precautionary measure prevents any
unwarranted  influence on  remaining  voters,
guaranteeing that each person's decision is made

autonomously and free from external pressures. .

5.2 Eligibility

Establishing eligibility is paramount, stipulating that
only those entitled to vote are permitted to do so, and
they must cast their vote only once. Authentication
becomes pivotal in this context [7], as voters need to
authenticate their identity before being granted the
privilege to participate in the electoral process.
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5.3 Privacy

Preserving voter privacy is a cornerstone, asserting that
an individual's vote should remain confidential and
undisclosed to any external entity . In traditional, non-
electronic voting systems, this is achieved through
physical measures that shield the voter from prying eyes.

5.4 Verifiability

The property of verifiability is crucial, ensuring that all
stakeholders have the means to verify whether their
votes have been accurately counted. This bifurcates into
individual verifiability, enabling voters to confirm that
their votes have been tallied, and universal verifiability
[8], which mandates that anyone can scrutinize and
confirm the published election outcome.

5.5 Coercion-resistance

A robust e-voting protocol must be resistant to coercion,
implying that a coercer should be unable to discern
whether a voter cast their ballot as instructed. However,
acknowledging the practical challenges, full coercion
resistance might be unattainable solely through
technological means in remote e-voting [10]. While the
project strives to incorporate all the mentioned attributes,
it adopts a practical approach to coercion resistance,
recognizing the difficulties in achieving this solely
through technological means in remote e-voting. In lieu
of this, the protocol introduces the inventive concept of
Forgiveness [8], offering a practical compromise that
strengthens the system against undue influence and
coercion. This pragmatic approach ultimately enhances
the overall integrity of the e-voting process.

6. Architecture
6.1 Registration

The initial step involves voter registration, where each
valid voter is allocated a block in the blockchain and this
block contains a private key which is then shared with
the user and this private key is used for subsequent
authentication in the MetaMask during the voting. To
maintain anonymity, voters receive enough ethers for a
single transaction, and both their public address (User
Id’s) and private key are kept confidential. This
meticulous process establishes a foundation for secure
and discreet voting [9].

6.2 Authentication

The voting process commences with authentication,
wherein each eligible voter utilizes their assigned
address and private key to verify their identity in the
MetaMask during the voting process . Voters input their
private key as authentication credentials, granting them
the privilege to cast their votes upon successful
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validation. This robust authentication mechanism

safeguards the integrity of the voting system.[10]

Import account

Imported accounts won't be associated with your
MetaMask Secret Recovery Phrase, Learn more about

imported accounts here
Select Type

Private Key Vv

Enter your private key string here:

6.3 Voting

Once authenticated, voters utilize the Frontend
application to select a candidate from the available
options. Each voter is granted a single opportunity to cast
their vote, achieved by invoking a function call to the
deployed smart contract [11], specifying the candidate's
ID (Private key). This ensures a streamlined and
controlled voting experience.
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6.4 Results

The final phase involves the declaration of results. The
success of a block transaction relies on its confirmation
by any miner and acknowledgment by all miners in the
network. This multi-step validation process ensures the
accuracy and consensus of the recorded votes,
culminating in a secure and verifiable electoral outcome.

The systematic flow of activities within this voting
system architecture, from registration through
authentication, voting, and results, collectively
establishes a comprehensive and resilient framework
that addresses key aspects of security, anonymity, and
transparency in the electoral process [12].
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7. Experimental Setup

The experimental setup of our project deal with some of
the major components of the model like ganache, Node
server, meta mask, smart contracts, Mongo DBJ[13].

7.1 Ganache

Ganache serves as an Ethereum development tool—a
blockchain emulator tailored for testing.
Specifically designed for developers, it offers a local

personal

environment for deploying and interacting with smart
contracts, eliminating the necessity for a live Ethereum
network during the testing and development phase.
Ganache offers a graphical user interface and command-
line interface, allowing users to simulate various
blockchain scenarios, control account balances, and

inspect transaction logs. With features like block
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exploration and integrated tools, Ganache streamlines the
development and debugging process, enabling developers
to efficiently create, test, and deploy decentralized
applications on the Ethereum blockchain in

a secure and controlled environment.
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7.2 Smart Contracts
Smart contracts are self-executing programs with
predefined rules and conditions encoded on blockchain
platforms, most notably Ethereum. These decentralized
agreements automate, verify, or enforce contractual
obligations without intermediaries. Written in languages
like Solidity, they run on blockchain nodes, ensuring
transparency, security, and immutability. Smart contracts
trigger actions when predefined conditions are met,
enabling trustful and tamper-resistant transactions. Widely
used in decentralized finance (DeFi), supply chain, and
voting systems, smart contracts enhance efficiency and
reduce fraud risks[14].
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7. 3 Node Server

A Node.js server is a powerful runtime environment that
enables server-side execution of JavaScript code. Based
on the V8 JavaScript engine, Node.js facilitates scalable
and efficient network applications. Its non-blocking,
event-driven architecture allows handling multiple
concurrent connections with low overhead, making it
particularly suitable for real-time applications. Node.js
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employs an event
asynchronous  tasks,
responsiveness making

loop that efficiently manages
enhancing performance and
it an excellent choice for
with a
such as

applications large number of concurrent
connections, chat applications, real-time
collaboration tools, and streaming services. Overall,
Node.js serves as a key technology for building scalable
and responsive server-side applications in the ever-
evolving landscape of web development.[15]

7.4 Mongo Db

MongoDB stands as a highly utilized NoSQL database
management system crafted for the storage and retrieval
of substantial volumes of unstructured or semi-structured
data. It distinguishes itself through its adaptability,
scalability, and proficiency in managing varied data types,
rendering it well-suited for contemporary and dynamic
applications. Employing a document-oriented model,
MongoDB stores data in a flexible manner. A notable This
well-organized structure made it easier to integrate with
well-known machine learning frameworks and made the
process of training and evaluating the model easier.
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Quality control was prioritized heavily during the data
preparation stages. To make sure that the extracted
features correctly depicted the sign motions, human
checks of a portion of the data were included as part of
continuous feedback loops. Iterative refinement was
employed to address any inconsistencies or anomalies,
guaranteeing that the dataset remained dependable and
representative of the wide range of sign language
expressions of distributing data across multiple servers to
cater to expanding datasets. This attribute positions
MongoDB as an outstanding option for applications with
dynamic and growing data needs. In the realm of database
management systems[16], MongoDB is esteemed for its
capability to handle diverse data structures and its
responsiveness to the evolving demands of modern
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applications. The document-oriented approach not only
enhances data representation but also facilitates efficient
retrieval and manipulation of complex information.
MongoDB's emphasis on scalability, combined with its
open-source nature, underscores its relevance in meeting
the challenges posed by the data-intensive landscape of
contemporary software development.[17]

7.5 Meta Mask

MetaMask operates as a dual-purpose tool, serving as both
a cryptocurrency wallet and a browser extension. Its
primary function is to facilitate user interactions with
decentralized applications (DApps) on the Ethereum
blockchain. Functioning as a crucial intermediary
connecting browsers and the Ethereum blockchain,
MetaMask ensures seamless transaction execution and
efficient management of digital assets. Users can securely
store and transfer not only Ether but also ERC-20 tokens,
all within the confines of a user-friendly interface Beyond
its wallet capabilities, MetaMask extends its utility by
acting as an Ethereum identity provider. This added
functionality enhances MetaMask's significance, allowing
users to engage securely and efficiently with the Ethereum
blockchain and its diverse range of decentralized
applications. In summary, MetaMask stands as a versatile

G v ’ Account 3 Vv iy
0x4a4C9..73a2D @b
Buy &Sell  Send Swap Bridge  Portfolio
Tokens NFTs Activity

® MetaMask support

tool, seamlessly integrating cryptocurrency management,
browser extension capabilities, and Ethereum identity
provision to offer users a comprehensive and user-friendly
experience  within  the ecosystem.
MetaMask enables users to securely perform transactions

decentralized

on the Ethereum blockchain. Users can seamlessly send,
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receive, and manage Ether and ERC-20 tokens, fostering
efficient interactions with decentralized applications[18].

7.5.1 Working

To commence the project, the initial step involves
launching Visual Studio Code and configuring the
necessary paths. The initial command, "cd blockchain,"
is then executed to navigate to the blockchain directory,
housing pertinent components such as the truffle file and
smart contracts. Subsequently, the "truffle compile"
command is employed, compiling essential files and
generating a build file. This streamlined process ensures
the proper setup and compilation of blockchain-related
components, facilitating a structured foundation for the
project within the Visual Studio Code environment.

Next in the process is activating Ganache, serving as the
blockchain provider. Following Ganache activation, a new
workspace is created by exporting the truffle-config file,
housing the Ethereum API. Returning to Visual Studio
Code, another command is entered: "truffle migrate --
reset." This command initiates the compilation and
deployment of various smart contracts developed for the
project onto the blockchain. Noteworthy is the incurring
cost, termed gas cost, associated with deploying these

TERMINAL

PS C:\Eereun-voting) cd blockchain
PS C:\Eereun-voting\blockchainy truffle compile

CompiLing your contracts...

CompiLing . \src\contracts\ELection, sol

CompiLing . \src\contracts\Wigrations. sol

Artifacts written to C:\Ehereun-voting\blockchainlsrc\build
Compiled successfully using:

- solc: 0.5.16scomit.9c3226ce. Enscripten. clang

contracts, constituting the transaction fee for each
executed operation. In the blockchain ecosystem, every
action takes the form of a transaction, and users are
charged ethers for each transaction, emphasizing the
importance of managing resources efficiently. This
integral step ensures the deployment and execution of the
project's smart contracts while underscoring the financial
implications tied to blockchain transactions.

Ganache further enhances its utility by offering a batch of
10 pre-configured accounts every time users access the
application. This feature ensures a readily available pool
of accounts with predefined balances for developers to
simulate various blockchain scenarios efficiently. By
leveraging Ganache's user-friendly interface and robust
functionality, our project benefits from a secure and

controlled blockchain environment tailored to the
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intricacies of Ethereum development. The use of Ganache
in our application underscores our commitment to a
thorough testing and development process, harnessing the
capabilities of this third-party web application to
streamline smart contract deployment and interaction
while availability for

ensuring optimal resource

developers. Each account that is provided by ganache
must be linked to an E-wallet so that the transactions that
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are performed on the blockchain can be performed through
the wallet that is connected to the blocks of our
blockchain. The initial account is consistently linked to the
admin, facilitating essential administrative functions such
as adding voters and contestants to the blockchain. These
transactions, constituting various actions, incur a
transaction fee termed "gas cost." This fee covers the
expenses associated with executing tasks on the
blockchain. Notably, the admin's account bears this cost
during the performance of administrative duties. The
remaining accounts within Ganache are available for
allocation to individual voters, ensuring a streamlined and
interactions and

organized process for managing
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transactions within the blockchain-based application.

The administrator plays a pivotal role in our system, not
only overseeing voter registration but also directly
registering contestants from diverse parties onto the
blockchain. Each contestant is assigned a dedicated block
within the blockchain. To facilitate these transactions,
MetaMask, a cryptocurrency wallet and browser
extension, acts as an intermediary between browsers and
the Ethereum blockchain. MetaMask empowers users to
seamlessly engage with decentralized applications
(DApps), enabling actions such as block allocation to
voters or contestants. Noteworthy is the fact that every
operation incurs a gas cost, serving as a transaction fee on
the blockchain. Users are responsible for covering these
fees, deducted from their accounts, as transactions are
executed through the MetaMask e-wallet, ensuring a
secure and transparent process for managing digital assets
and interactions. Then execute the command "truffle
migrate --reset" to reset the ether values of all Ganache
accounts, allocating 100 ethers to each. This command
also uploads the authored smart contracts to the
blockchain, ensuring synchronization between the
codebase and the distributed ledger. By executing this
single command, developers seamlessly deploy and
initialize the application, maintaining consistency in ether
values across accounts while integrating smart contracts
into the blockchain infrastructure.

Following the execution of the previous command, the
subsequent step involves opening a new terminal and
setting up the path by using the command “cd server” to
the server directory which contains all the files related to
the server. We can then start the server by entering the
command "npm run dev" Widely utilized in web
development, this command serves to initialize a local

development server.

OE  TERMINAL

[nodenon] to restart a tine, enter “rs’
[nodemon] n £x

[nodenon]

Operating through the Node Package Manager (npm), the
command triggers the execution of a predefined script
labeled "dev" within the project files. The result is the
generation of a localhost link. This link, which denotes the
local development environment, must be copied and
subsequently pasted into the URL bar of any web browser.
By doing so, developers gain access to the live instance of
their application, streamlining the testing and debugging
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process within a controlled local server environment. The
utilization of “npm run dev” enhances the efficiency of
web development, providing a seamless and convenient
means to preview and troubleshoot applications in real-
time before deployment.
After turning the server on, we need to open another power
shell(terminal) and set the path to blockchain directory by
using the command “cd blockchain” and after setting up
the path we need to enter the command “npm start” to start
the localhost and the application will be opened in the
primary browser that we have selected.
The below is the landing page which contains the admin
login and user login options. Exclusive access to the
admin-login feature is granted solely to the administrator.
The login credentials for the admin are encoded in
JavaScript, enabling secure login without the need for
database connectivity. Users, on the other hand, utilize the
“Registration and User Dashboard” option, which serves
a dual purpose for both logging in and signing up. This
versatile option caters to user authentication needs,
providing a seamless experience for users to either log in
or register for access to the application's features.
The admin can login to the admin’s account by using the
admin credentials that are hard coded into the java script.
After logging into the admin’s account, the admin will
have the following functionalities;

e  The admin can create a new election.

e The admin can add the candidates that are going

to contest in the elections.
e The admin can view the results of the elections
held.

£-Election

Create New Election

sl

The administrator has the capability to incorporate new
candidates into the system by inputting relevant candidate
details such as name and affiliated party. To add a
candidate, the administrator must link their MetaMask
account with the browser. Importing the administrator's
blockchain data into MetaMask enables the addition of
contestants participating in the elections. Initiating a
transaction is pivotal for allocating a blockchain block to
a contestant. The successful execution of this transaction
necessitates the administrator to synchronize their
MetaMask account with the browser, ensuring a seamless
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interaction between the administrator's MetaMask account
and the blockchain for adding contestants to the electoral
process. The candidates that have been added by the admin

can be visible to the voters during the voting phase.
On the other hand, the users can directly log in to the

]

e
. BT bz Dkl

E-Election I

ik

(e
QA0AIE9 ETH

Hawaes 0004434 FT

LO0E
Q0289 ETH

it Hexomourts D46 T

[ e

HLECLE 134358 105

Total

account using their credentials. After logging in the users
will be able to see the elections that are being held. The
user can then select the particular election and click on the
election. After clicking on the election, the user won’t be
able to see the candidates that are contesting in the election
because the candidate isn’t authenticated with the private
key of the block allocated to them. the user will only be
able to see a blank screen until he/she imports their block
using the MetaMask extension. The user has to import
his/her block using the MetaMask account. The user has
to fill in the private key of the block allocated to him/her.

< Import account X

Imported accounts won't be associated with your
MetaMask Secret Recovery Phrase. Learn more about

imported accounts here
Select Type Private Key V

Enter your private key string here:

FERRRRRRRRRR RN RN IR R R RRRR RN

Cancel
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By using this private key, the user’s block is connected to
the meta mask account of the user.

On the day of the election the user can log into the user’s
account that he/she has previously created and can go into
the voting section which will only be visible when the
admin has commenced the voting on the voting day. The
voter can now choose the candidate and cast his/her vote
for that particular candidate. when the voter casts the vote,
the vote will be casted has a blockchain transaction which
will cost some transaction fees also known as gas cost.
Here some ethers from the user’s account will be
transferred to the candidate’s block. This is basically a
transaction and hence some gas cost will be charged and
the vote will casted on to the selected candidate.

E-Election

Once a user completes voting for a candidate, attempting
to vote again, whether for the same candidate or another,
will prove futile. This is attributed to the voting page
creation process, where the web browser establishes a
session and collects essential cookies. After casting a vote,
the page undergoes a reload, triggering the creation of a
new session. In this renewed session, the necessary
cookies from the prior session are unavailable, rendering
the page devoid of the resources required for voting.
Consequently, the vote count remains unaffected as the
absence of essential cookies in the new session prevents
any further casting of votes. This mechanism ensures the
integrity of the voting process by restricting users from
submitting multiple votes and reinforces the credibility of
the election results.

In this way all the voters can cast their vote on the voting
day and at the end of the day the admin can display all the
voting details like;

i Number of voters that have taken part in voting.

ii. Number of votes that have been casted for each
candidate

iii. The winner of the election etc.

Here all the transactions that are taking place can be
viewed on the public ledger which is tamper proof and no
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user(block) can modify the results or tamper any
transaction that has been performed.

8. Conclusion and Future Works

The implementation of our proposed smart contract has
successfully elevated the concept of e-voting by
integrating it into the blockchain, mitigating inherent
issues present in traditional e-voting systems. Leveraging
the Ethereum network and blockchain structure, our trials
have demonstrated the adaptability of blockchain
technology and its security measures, particularly utilizing
immutable hash chains, within the realm of polls and
elections. This achievement not only marks a revolution in
e-voting but also extends the potential applications of
blockchain to various aspects of human life.

The significance of Ethereum and smart contracts in this
venture cannot be overstated. These technologies, serving
as groundbreaking developments in the blockchain
domain, have surpassed the initial perception of
blockchain merely as a cryptocurrency. Instead, they have
transformed it into a versatile solution addressing
numerous challenges in the modern internet landscape,
potentially fostering global adoption of blockchain
technology.[19]

While e-voting remains a debated topic, conventional
solutions grapple with security, privacy, usability, and
scalability issues. In contrast, our implementation of
blockchain-based e-voting, utilizing smart contracts on the
Ethereum network, effectively tackles various security
concerns. These encompass voter privacy, vote integrity,
verification, non-repudiation, and transparency during the
counting process.

Despite these achievements, certain aspects, such as
personal-level voter authentication (beyond the account
level), necessitate additional mechanisms outside the
blockchain scope. Integration of supplementary measures,
such as biometric factors, becomes crucial to address these
requirements. Our work signifies a breakthrough in secure
and transparent e-voting, emphasizing the ongoing need
for research and development to enhance the multifaceted
nature of blockchain-based solutions.
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